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BiThN&Eloader.sys, 3{ZIAR R HFadministratorflIKEY, {EAZRIZRE (19)

Key # User BRAIE C:\card. txt, WRHAFEERER, BAMHSKY, FTEEZF] hook NtCreateFile FREXZL
{HH4IHE, B hook NtReadFile BB AT N HIHELE,

#include <ntifs.h>

#include <ntdef.h>

#include <ntstatus.h>

#include <ntddk.h>

#define MAX_BACKTRACE_DEPTH 20

#define SYMBOL L"\\??\\xia@ji2333"

#tdefine kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,
##_ VA _ARGS_ )

UINT64 BaseAddr=NULL, DLLSize=0;

void DeleteDevice(PDRIVER_OBJECT pDriver) {

kprintf(("Line %d:xia@ji233: start delete device\n"), _ LINE_ );

if (pDriver->DeviceObject) {
UNICODE_STRING Sym;
RtlInitUnicodeString(&Sym, SYMBOL);//CreateFile
kprintf(("Line %d:xia@ji233: Delete Symbol\n"), _ LINE_ );
IoDeleteSymbolicLink(&Sym);
kprintf(("Line %d:xia@ji233: Delete Device\n"), __ LINE_ );
IoDeleteDevice(pDriver->DeviceObject);

}
kprintf(("Line %d:xia@ji233: end delete device\n"), _ LINE_ );

HANDLE FileHandler = NULL;

char newcode[] = {
ox48,0xB8,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,//mov rax,Xxxx
OxFF,0xEQ//jmp rax

}s

char oldcode[] = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,

}s

char newcode2[] = {
0x48,0xB8,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00, //MOV rax,xXxx


af://n0
af://n2
af://n3
af://n4

OxFF,0xEQ//jmp rax

¥

char oldcode2[] = {
0x00,0x00,0x00,0x00,0x00 , 0x00 ,0x00 , 0x00 , 0x00 ,0x00,
0x00,0x00,

¥

char* target;

char* target2;

KIRQL WPOFFx64()

{
KIRQL irql = KeRaiseIrglToDpcLevel();
UINT64 cr@ = _ readcro();
cro &= oxfffffffffffeffff;
__writecro(cro);
_disable();
return irql;

void WPONx64(KIRQL irqgl)

{
UINT64 cr@ = _ _readcro();
cro |= 0x10000;
_enable();
__writecre(cro);
KeLowerIrql(irql);

NTSTATUS Unhook() {
KIRQL irgl = WPOFFx64();
for (int 1 = 0; i < sizeof(newcode); i++) {
target[i] = oldcode[i];
}
WPONx64(irql);
return STATUS_SUCCESS;

NTSTATUS Unhook2() {
KIRQL irgl = WPOFFx64();
for (int 1 = @; i < sizeof(newcode2); i++) {
target2[i] = oldcode2[i];

}
WPONXx64(irql);
return STATUS_SUCCESS;

NTSTATUS Hook() {
KIRQL irgl = WPOFFx64();
for (int i = 0; i < sizeof(newcode); i++) {
target[i] = newcode[i];
}
WPONx64(irql);
return STATUS_SUCCESS;

NTSTATUS Hook2() {
KIRQL irqgl = WPOFFx64();
for (int 1 = 0; i < sizeof(newcode2); i++) {



target2[i] = newcode2[i];
}
WPONx64(irql);
return STATUS_SUCCESS;

PDRIVER_OBJECT g_Object = NULL;
typedef struct _LDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadOrderLinks;
LIST_ENTRY InMemoryOrderlLinks;
LIST_ENTRY InInitializationOrderLinks;
PVOID Dl1Base;
PVOID EntryPoint;//ixZ)HiE A i DriverEntry
ULONG SizeOfImage;
UNICODE_STRING FullD11Name;//BXz[13i 1%
UNICODE_STRING BaseD11Name;///Nili 421Uk 5) 44+
ULONG Flags;
USHORT LoadCount;
USHORT TlsIndex;
union {
LIST_ENTRY HashlLinks;
struct {
PVOID SectionPointer;
ULONG CheckSum;

¥
s
union {
struct {
ULONG TimeDateStamp;
s
struct {
PVOID LoadedImports;
s
s

} LDR_DATA_TABLE_ENTRY, *PLDR_DATA_TABLE_ENTRY;

typedef NTSTATUS (* FuncPtr) (
_Out_ PHANDLE FileHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ POBJECT_ATTRIBUTES ObjectAttributes,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_In_opt_ PLARGE_INTEGER AllocationSize,
_In_ ULONG FileAttributes,
_In_ ULONG ShareAccess,
_In_ ULONG CreateDisposition,
_In_ ULONG CreateOptions,
_In_reads_bytes_opt_(EalLength) PVOID EaBuffer,
_In_ ULONG EaLength
)s

typedef NTSTATUS (* FuncPtr2 )(
_In_ HANDLE FileHandle,
_In_opt_ HANDLE Event,
_In_opt_ PIO_APC_ROUTINE ApcRoutine,
_In_opt_ PVOID ApcContext,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_Out_writes_bytes_(Length) PVOID Buffer,



_In_ ULONG Length,

_In_opt_ PLARGE_INTEGER ByteOffset,
_In_opt_ PULONG Key

)s

ULONG myCreateFile(_Out_ PHANDLE FileHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ POBJECT_ATTRIBUTES ObjectAttributes,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_In_opt_ PLARGE_INTEGER AllocationSize,
_In_ ULONG FileAttributes,
_In_ ULONG ShareAccess,
_In_ ULONG CreateDisposition,
_In_ ULONG CreateOptions,
_In_reads_bytes_opt_(EaLength) PVOID EaBuffer,
_In_ ULONG EaLength) {

Unhook () ;
FuncPtr func = (FuncPtr)target;

NTSTATUS s =
func(FileHandle,DesiredAccess,ObjectAttributes,IoStatusBlock,AllocationSize,FileAttributes,Share
Access,CreateDisposition,CreateOptions,EaBuffer,EaLength);

if (!wcscmp(ObjectAttributes->0ObjectName->Buffer, L"\\??\\C:\\card.txt")) {

kprintf(("call NtCreateFile(%p,%p,%S,%p,%p,%p,%p,%p,%p,%p,%p)\n"),
FileHandle,DesiredAccess,ObjectAttributes->0ObjectName-
>Buffer,IoStatusBlock,AllocationSize,FileAttributes,ShareAccess,CreateDisposition,CreateOptions,
EaBuffer,EaLength);

DbgBreakPoint();

FileHandler = *FileHandle;

//DbgBreakPoint();

Hook () ;

return s;

ULONG myReadFile(
_In_ HANDLE FileHandle,
_In_opt_ HANDLE Event,
_In_opt_ PIO_APC_ROUTINE ApcRoutine,
_In_opt_ PVOID ApcContext,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_Out_writes_bytes_(Length) PVOID Buffer,
_In_ ULONG Length,
_In_opt_ PLARGE_INTEGER ByteOffset,
_In_opt_ PULONG Key) {

Unhook2();
FuncPtr2 func = (FuncPtr2)target2;

if (FileHandler && FileHandler == FileHandle) {
kprintf(("call NtReadFile(%p,%p,%p,%p,%p,%p,%p,%p,%p)\n"), FileHandle, Event,
ApcRoutine, ApcContext, IoStatusBlock, Buffer, Length, ByteOffset, Key);
DbgBreakPoint();



FileHandler = 9;
}
//DbgBreakPoint();
NTSTATUS s =
func(FileHandle,Event,ApcRoutine,ApcContext,IoStatusBlock,Buffer,Length,ByteOffset,Key);

Hook2();

return s;

void DriveruUnload(PDRIVER_OBJECT pDriver) {
kprintf(("Line %d:xia®ji233: start unload\n"), _ LINE_ );
Unhook();
Unhook2();
DeleteDevice(pDriver);

NTSTATUS DriverEntry(
_In_ PDRIVER_OBJECT DriverObject, _In_ PUNICODE_STRING RegistryPath

) 1
DriverObject->DriverUnload = DriverUnload;
kprintf(("Line %d:xia@ji233: RegistryPath = %S\n"), __ LINE__ , RegistryPath->Buffer);
target = NtCreateFile;
target2 = NtReadFile;
kprintf(("Line %d:xia@ji233: NtCreateFile=%p NtReadFile=%p\n"), __ LINE__, target,target2);
g_Object = DriverObject;
if (target&&target2) {
for (int i = @; i < sizeof(oldcode); i++) {
oldcode[i] = target[i];
oldcode2[i] = target2[i];
}
*(UINT64*) (newcode + 2) = myCreateFile;
*(UINT64*) (newcode2 + 2) = myReadFile;
Hook();
Hook2();
}
else {
kprintf(("xia@ji233:hahaha"));
}
return 0;
}

REGEILABREINHRE (ReadFileFBANME2E) |, AXHATL TRAZERIR, ATLKEIXBEXHREHRK
BN &R, BRNEABIMIAT (RCXFHEANRE) .



X Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
1 { StepOut )} Step Out Back Restart = E ;q
) Step Into Step Into Back W Stop Debuggin | |10
Break Go | )P () Step Intc Go P DEPUIINT  ettings |Source| Assembly  Local Feedback
. {}*StepOver ‘() Step Over Back puck % Detach Help +
Flow Control Reverse Flow Control End Preferences Help
Driver.c Disassembly X = [Command - % X ters X
Address: [ @8scopeip | [ ollow current instruction FFFFFB06° e99d8F35 4157 pul= ERRR928RB77E23C0 000000000000001F  RCX: EERR32BRB77E29CA
. 3131 735 : RDI: FFFFBAS7673DB558
T — Jup i eusLzsUcbe @: kd> ba r FFFF928FB7138390 16 FrFrraEEoaDCDO7 . FFFFBAS7673DB4: RBP: o0
FFFFF806° e99dccb8 488d0df10bS1FF  lea rcx, [OFFFFF8O6ESEEDSBRN] [] | Breakpoint length too big }* : BAB7673DB418 Rie: 6000000000000010
fffff806° e99dccbf e8lefbffff call FFFFF8@6E99DC7E2 A Syntax « . f .
FFFFFB06" e99dccca 4883c438 add rsp, 38h ©: kd> ba r FFFF928FB7138390 8 v rias 3)#530342D454341 : FFFFB“”‘i;g;:g R13: FFFFFFFF800e19D8
FFFF£806" e99dccc8 900000000 mp. FFFFF806E99DCCCD Breakpoint length too big . -0 PF=1 AF=0 ZF=1 SF=0 TF=0 IF=1 DF=0 OF=
crrrraoe: coodeccd o3 b A synt. : 00040246 CF=0 PF=1 AF=@ ZF=1 SF=0 TF=0 IF=1 DF=0 OF=0
FFFFFB06° e99dccce 92 xchg  eax, edx 0: kd> ba r FFFF928FB7138390 4.
FFFf806° e99dcccf 488bcl mov rax, rex Breakpoint length too big /
fffff806° e99dccd2 e900000000 jmp FFFFF8@6E99DCCD7
fffff806° e99dccd7 4983808 cmp rg, 8
fffff806° e99dccdb e900000000 jmp FFFFF8@6E99DCCER
fffff806° e99dcced ©f825b00BO0O jb FFFFF806E99DCD41
fffff806° e99dcces 4983810 cmp r8, 1eh
fffff806° e99dccea e900000000 jmp FFFFF8@6E99DCCEF
fffff806 e99dccef 08720000000 ja FFFFF8@6E99DCD15
FFFF£806° e99dccfS 4cBbla mov r11, quord ptr [rdx]
fffff806° e99dccf8 e900000000 jmp FFFFF8@6E99DCCFD
FFFFF806° e99dccfd 4a8b54028 mov  rdx, quord ptr [rdx+r8-8]
fffff806° e99dcde2 e900000000 jmp FFFFF806E99DCDO7
FFF£806° e99dcde7 48919 mov  quord ptr [rcx], ril o: kd> ba r 8 jFFFo28FB7138390
fffff806° e99dcdea e900000000 jmp. FFFFF806E99DCDOF 0: kd> g
FFFF£806° e99dcdef 48954018 mov  quord ptr [rex+rs-8], rdx i hit
FFFF£806° e99dcd14 c3 ret FFFFF806£099dccf8 2900000000 my
fffff806° e99dcdl5 4983820 cmp r8, 20h
FFFF£306° e99dcd1o 2900000000 jmp  FFFFFBSE9SDCDIE FrFEgfo6" eoadecfd 4a8b5402f8 o'
fffff806 e99dcdle ©f878fe00000 ja FFFFF806E99DCDB3
FFFFFB06" e99dcd24 0F1002 movups xmme, xmmword ptr [ry Ff806° eo9dcdo2 2900000000 m)
FFFFF806° e99dcd27 420F104c02f0 movups  xmml, xmmword ptr H
FFFF£306° e99dcd2d 2900000000 jmp  FFFFF8OGE99DCD; FEFFFBO6" e99dcd7 4c8919 mo'
FFFFFB06" e99dcd32 OF1101 movups  xmmword ptr ifex], xmme =
FFFFF806° e99dcd35 420F114c0170 movups  xmmword [rex+r8-10h], xmml KN — ]
£rece208" acadidn mn a0
i 7 ] 0: kd>|
Memory 0 Watch + 2 x |[Breakpoints - 2 x| x
Address: LFFFW?BFW‘?SNO | Name Id Location Line Type. Hit Count Function Fra
1 SeSTOTEIEIEY 90 Y Uz L = 0 OxFFFFO28FB7138390 Hardware Read 1 18446623744682328976 19
FEFF928FB7138330 DO AC EE ES
FFFF928FB7138340 00 00 02 10
FFFF928FB7138350 53 65 o
FFFF928FB7138360 00
FFFF928FB7138370 02 104
928FR7138380 O ol
FFFF928FB7138390
SZSFB7I383A0 g B ox
FFFF928F57138380 01 0@ @0 00 00 @0 0@ 00 DO D EE B7 8F 92 FF FF . .22 10
FFFF928FB71383C0 00 00 02 OA 49 6F 20 20 88 45 29 EG 76 9C E6 66 Io .E)Pv.2f
FFFF928FB7138300 03 00 @0 0@ 00 00 0@ 00 00 00 @0 00 00 @0 00 00 ....... . a1 DO v
FFFFO28FE71383E0 00 00 02 02 57 66 70 48 AB 45 29 E@ 76 SC E6 66 ....WPHPE)N.?f <] Locals | Watch T 1T
REFERE ret 7, XEIGHT #E| IEmRTtbE, AETERBEHE
v == Sz
Y
SAERERE et 7, XEBEERNEFEORE RCX 15[A P A= o
Y71 : e teig, NFHkH
EEEERER 0FT, AFK 14 50x10 LR, /)
KD compipe port=\\pipe\kd_WindowsDriverTest, Default Connection - WinDbg 1.2402.24001.0 (Administrator) - o X
Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
{7} StepOut  {'} Step Out Back Restart ﬂ o)
Pstepinto (7] Step Into Back M Stop Debugging =l s
Break Go Settings |Source Assembly  Local Feedback
. {PStepOver '[jStepOverBack pack 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help
Driver. = [Command « % x |[Registers - % x
<z caocn o0
; 6 kd> ba r FFFFS28FB7138390 1 [<] | RAX: FFFF928FB77E29C0  RBX: 0000000000@00Q1F  RCX: FFFF928FB77E29CO
Address | @8scopeip Follow current instruction orenkboint lemet b1 RDX: 3131353438343735 RSI: FFFF928FB77E29C@ RDI: FFFFBAS7673DBSSS
FFF806" eBee24Fc 4cBOCS mov r8, rb reakpoint length too big . . .
fF > P Iz| A Syntax error in 'ba r FFF RIP: FFFFF8@6EBEE2516 RSP: FFFFBA87673DB420 RBP: ©000000000000010
FEFEFB06° eBeeddff 48896710 mov  quord ptr [rdi+leh], rbp SIS TrE o Rs: 1o Re: R10: 1636536
FFFFFBO6" eBee2503 498bd7 mov rdx, ris el Tonsn e B R11: 313530342D454341 R12: FFFFBC849C3FD390  R13: FFFFFFFF800019D8
FFFFF806 eBee2506 48895f18 mov qword ptr [rdi+18h], rbx & & o R14: 00000000000E00OF R15: FFFF928FB7138390
FFF£806" eBee250a 488bce mov rex, rsi s 15 X C LI O D SN . 0 PF=1 AF=0 ZF-1 SF=b TF=0 IF=1 DF=0 OF=
s 6 kd> ba r 1 FFFF928FB7138390 EFLAGS: 00040246 CF=0 PF=1 AF=0 ZF=1 SF=@ TF=@ IF=1 DF=@ OF=@
FFFF306° eBee250d 2822830000 call  FFFFFSOGESEEAS40 e
FFFFFB06° eBee2512 6042000 mov byte ptr [rsi+rbp], @ 08 [P [ (96 FAOAAEED
FFFF£806" eBee2516 4983feld cmp r14, 16h gozipeogtedidataibieakpolntieize
FFFFF806° eBee251a 722d b FFFFF8OSESEE2549 e b SYNESXEeLCong bR GRCRRE 2 ARB7¥385)
FFFFF806" eBee251c 488bOF mov rex, quord ptr [rdi] g; kd’ a r 8 FFFFO28FB7138390
FFFFFB06° eBee251F 498d5601 lea rdx, [r14+1] B o hit
FFFf806" eBee2523 4881fa00100000 cmp rdx, 1@@eh reakpoin ‘ . .
Frrffaoc” cBoa2s2a 7218 5 FErtrBoEESEE2544 FFFFB06" e99dccs €280000000 jmp  FFFFFB06 99
FFFFFB06° eBee252c 4c8bA1FS mov r8, quord ptr [rcx-8] 0 Lb i
Crrrroee: coocanas a5a3cary o rax, 27n FFFFB06" e9decd 4280540278 mov  rdx,quord pt
FFFFFB06° eBee2534 492bc8 sub rex, r8 0 Lb 2 . 5
FFrfE06" eBearsa7 48804LFE e rex, [rex-s] FFATFS06" essdcdoz e500000000 jmp  FFFFFB06 99
fffff806 e8ee253b 4883f81f cmp rax, 1Fh 8 > t‘
FFFFFB06° eBee253F 7727 ja FFFFFSO6ESEE2568 FFFFFE06° e99dcdo7 48919 mov. quord ptr [r
FFFFFB06 eBee2541 498bc8 mov rex, r8 S:ikdoaog = -
FFFFFBO6° eBea2544 eB23feffFf call  FFFFFB@GEBEE236C ;ffzzf% 99dcdea 900000000 mp  FFFFfEG6Te0s
FFFFf806° eBee2549 488937 mov quord ptr [rdi], rsi : .
it coeeanae a35bey v el FFEFFB06" esodcdor 4289540178 mov  quord ptr [r
FFFFF806° eBee254F 488b5c2440 mov rbx, quord ptr [rsp+aeh] 28 [eh
FFFFF806° eBee2554 488b6C2448 mov rbp, qword ptr [rsp+ash] FFFFFE06° e99dcdld c3 ret
FFFFF806" eBee2559 488b742450 mov. rsi, quord ptr [rsp+5eh] 9:Mkd>ipk
Crrrra0e: cBocrsne 48830aa0 e ren, on Ficrre0E eaaa2812 ciatzece mov  byte ptr [rs
FFFFF806° eBee2562 4157 pop r15 8 Leh i
Crrrraoe cgecrnts 1oe hop o FFFF806 eBee2516 4983Fel0 cmp  ria,leh
FEFFEFB06° eBee2566 SF pop rdi
FFFFF506" eBee2567 3 ret oL E— O
K1 ST = iB EI o: kd)‘ |
Memory 0 « # x|[Watch « % x |[Breakpoints - 2 x|[x
Address; | FFFF928FB77E29C0 | Name Id Location Line Type Hit Count Function Franm
Lo & 0 OXFFFF928FB7138390 Hardware Read 1 18446623744682328976 I
FFFF928FB77E2960 @0 80 0@ 00 ©0 @0 8@ 8@ C8 A2 Fe B7 8F 92
FFFF928FB77E2970 C8 A2 F@ B7 8F 92 FF FF 00 ©0 @0 @@ ee oo 10X
FFFF928FB77E2980 @0 @@ ©3 02 46 4F 43 58 C8 2F B7 E@ 76 9C 104
FFFF928FB77E2990 @0 80 9@ 00 ©0 @0 20 0@ 88 A@ Fo B7 8F 92
FFFF928FB77E29A0 88 A@ F@ B7 8F 92 FF FF 00 ©0 @0 @@ e oo [0
FFFF928FB77E2980 00 00 03 02 30 65 63 61 00 00 00 00 00 00 O I
FFFF928FB77E29CO 41 43 45 2D 34 3@ 35 31 35 37 34 38 34 35
FFFF928FB77E29D0 00 AS 44 B 8F 92 FF FF 02 10 00 00 00 00 lod
FFFF928FB77E29EC 00 00 03 02 46 4F 43 58 A8 2F B7 E@ 76 SC
FFFF928FB77E29FC 00 0 00 0@ 00 00 00 00 88 C1 FO B7 8F 92
FFFF928FB77E2A00 88 C1 FO B7 8F 92 FF FF 00 00 @0 00 00 00 | — D v
FFFF928FB77E2A10 00 00 03 02 46 4F 43 58 58 2C B7 E@ 76 SC [=] Locals | Watch Kl Sl T

X—REHEN T, FTRESMKEERN—FF, ARERINMINESTEFD



E G Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
" {P Stepout ) Step Out Back Restart = E ‘ ;ﬂ
) Step Into Step Into Back W Stop Debuggin | 2]
Break Go \ )P () Step Inte 5 P DEDUIIING  settings |Source Assembly  Local Feedback
- {}*StepOver ‘() Step Over Back puck 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help

Driver.c Disassembly X = IR (Registers - 2% X

: : : RAX: FFFFBAS7673DBS566 RBX: FFFF928FB42D4608 RCX: FFFFBAS7673DB460

Breakpoint @ hit
e gscopelp | B relow curentnstnction absioen ; P N RDX: FFFFBAS7673DB480 RSI: FFFFBAS7673DB79F  RDI: FFFF928FB711E017
Tioun Sueleeee s Jme rrrrrevervesovte = FFf806" edbeedo2 900000000 oL FFF806°edo || hlp: FrrrFaescDo7sl0s  RSP: FFFFBAS7673DBASS  RBP: FFFFBAS76730BAGO
FFFF806° ed0780ce 0fbedd2446 movsx  eax, byte ptr [rsp+doh] 1: kd> t s Rop: o i Rop:
fffffa0s edorsads 4508 cdae Jocieese adnczdcn iczn = aword PEM [0 || £11: 3135303420454341  R12: FFFFBCBASCIFCTFO  R13: FRFFFFFF800020A8
FFFff806° ed0780d5 488b7c2430 mov rdi, gword ptr [rsp+3eh] i kd> t R14: R1s: 729850 :
3 FFF£f806" edb6cdea e960000000 jim FFFF806 edb : :

FFFFF806" ed0780da 488b4c2438 mov rex, quord ptr [rsp+3sh] Lot mp FLAGS: 00040296 CFob PFol AF_1 2o SFoi Tro0 IF=1 DF=8 OF=8
FFFFF806° ed0780df f3aa rep stos byte ptr [rdi] : i cops CeTUNSR:
FFFFF806 ed0780el 488b442430 mov rax, gword ptr [rsp+3eh] FFfff806° edb6cdof 428954018 mov. qword ptr [r : N
FFFF806° ed0780e6 4883c420  add rsp, 20h 1: kd> ba rwx 8 FFFFBAS7673DB558
FFFFF806° edo780ea 5F pop rdi Couldn't resolve error at 'wx 8 FFFFBAS7673DB558'
FFFFF806° ed0780eb c3 ret 1: kd> ba r 8 FFFFBA87673DB558
FFFff806” edo780ec 4889542416 mov qword ptr [rsp+leh], rdx 1: kd> ba w 8 FFFFBA87673DBS58
FFFFFB06° ed0780F1 48894c2408 mov quord ptr [rsp+8], rex breakpoint 1 redefined
FFFff806° ed0780f6 488b442408 mov rax, guord ptr [rsp+8] 1: kd> ba r 8 FFFFBA87673DB558
FFFff806° ede780fb 488b4c241@ mov rcx, gword ptr [rsp+16h] 1: kd> t .
FFFFF806° 2d078100 8a09 mov cl, byte ptr [rex] Breakpoint 1 hit
Fffff806” ede78102 8808 mov byte ptr [rax], cl FFFff806" edbbcdld c3 ret
FFFFF806° d078164 c3 ret 1: kd> t
FFFFFB06° 2d078165 cc int 3 FFFFF806" ede7adbc 4880442450 mov rax,quord pt
FFFFF806° d078166 cc int 3 1: kd> t
FFFFFB06° ed078167 cc int 3 FFFF806" ede7a0cl 4883c448 add rsp,48h
FFFff806° ed078168 4c89442418 mov qword ptr [rsp+18h], r8 1: kd> t
FFFFFB06° ed07810d 4889542410 mov quord ptr [rsp+1eh], rdx FFFF806" ede7a0cs c3 ret
FFFFf806° ed078112 48894c2408 mov qword ptr [rsp+8], rcx 1: kd> t
FFFFF806° ed078117 4883ec38  sub rsp, 38h FFFFF806° ede7815F 644242000 mov byte ptr [rs
Fffff806° ed07811b 488b442448 mov rax, qword ptr [rsp+4@h] 1: kd> ba r 8 FFFFBA87673DB558+8
FFFff806° ed078120 488b4018 mov rax, gword ptr [rax+18h] 1: kd> ba w 8 FFFFBA87673DB558+8
FFfff806° ed078124 4839442450 cmp qword ptr [rsp+5eh], rax 1: kd> g )
FFFFf806° ed78129 775d ja FFFFF806EDO78188 Breakpoint 2 hit
Fffff806° ede7812b 488b442448 mov rax, gword ptr [rsp+4@h] fffffgee ede78104 c3 ret
FFFf806° ed078130 488bc8 mov. rex, rax
FEFFFB06° ed078133 eBbCFBFFFF call  FFFFFB06EDO779F4 B | K1 — O]
frcconc: adn70120 1906127270 mav i o Foeminonl _aax
I o] |2 k] ]
Memory 0 - x | [Watch - x | |Breakpoints - 2 x
Address: LFFFFBAB?GBDBSSS Name 1d Location Line Type Hit Count Functi
[T onST O IR AR LS T D EY 0Y e 0y e g ey o oo o T & 0 @ OxFFFFO28FB7138E90 Hardware Read 1844662374468233
FFFFBA87673DB528 9@ 22 1@ B7 8F 92 FF FF FF FF FF 7F @@ @@ FF
FFFFBAS7673DB530 9@ 8E 13 B7 8F 92 FF FF GE 00 00 00 60 80 00 1 @ OxFFFFBAST673DB558 Hardware Read 1844666768944828
FFFFBA87673DB548 @1 1@ 00 @@ 00 00 00 00 40 06 00 00 00 00 e 2 @ OxFFFFBAB7673DB560 Hardware Write 1844666768944828
FFFFBA87673DB558 A3 D3 87 E7 FF FF FF FF 41 43 45 2D 34 38 35
FFFFBAS7673D8560 35 37 34 38 34 34 00 FF GF 00 00 60 00 00 60
FFFFBA87673DB576 @F @@ @@ @@ ©e @0 ©0 00 60 BA 3D 67 87 BA FF D
FFFFBA87673DB588 FF FF FF FF FF 7F @0 00 00 40 2D B4 8F 92 FF
FFFFBA87673DB59@ 28 59 @2 E5 FF FF FF FF 9F B7 3D 67 87 BA FF
FFFFBA87673DB5A@ 17 E@ 11 B7 8F 92 FF FF @@ @@ 3@ EE 81 CC FF
FFFFBAS7673D8580 F@ C7 3F 9C 84 BC FF FF 60 00 00 60 00 00 60
FFFFBA87673DB5C@ F4 A@ @7 ED @6 F8 FF FF 28 BB B6 ED @6 F8 FF < »
FFFFBAS7673DB5D0 @@ 40 2D B4 8F 92 FF FF 60 BA 3D 67 87 BA FF ~| Locals | Watch | T ] D

__________________________________________________________=
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Home View Breakpoints Time Travel Model Scripting
I {F Stepout ) Step Out Back Restart = \ﬂ
T Stepinto (7] Step Into Back B Stop Debugging ==

Break Go Settings |Source| Assembly

. {PStepOver ¥} StepOverBack pack 4 Detach

Flow Control Reverse Flow Control End Preferences

Driver.c Disassembly x
Address: [@8scopeip | [ Follow current instruction
FFFFF806° edB79ab7 d7 xlat byte ptr [rbx]
fffff806° ed@79ab8 bfbfbfcess mov edi, 99CEBFBFh
FFFFFB06° ed079abd d7 xlat  byte ptr [rbx]
fffff806 ed@79abe bfcfSbaeds mov edi, 45AESBCFh
fffff806° ed@79ac3 bobfsfe7fl mov ecx, @F1E78FBFh
FFFFF806° ed879ac8 9c pushfq
fffff806° ed@79ac9 bfd757246d mov edi, 6D2457D7h
FEFFFB06° edo79ace ce 222
fffff806° ede79acf e8f1567700 call FFFFF8@6ED7EF1CS
fffff806° ed@79ad4 7acc ip FFFFF8O6EDO79AA2
fffff806 ede79ad6 1c84 sbb al, 84h
FFFF£B06° ed079ad8 48894c2408 mov  quord ptr [rsp+8], rex
fffff806° ed079add 4883ec38 sub rsp, 38h
FFFF£806° ed079ael 488b4c2440 mov  rcx, quord ptr [rsp+4oh]
fffff806° ed@79ae6 821090000 call FFFFF806EDO7A40C
fffff806 ed079aeb 4885c0 test rax, rax
fffff806 ed079aee 750a ne FFFFF8O6EDO79AFA
FFFFFB06° ed079af0 C744242001000000 mov  dword ptr [rsp+2eh], 1
fffff806 edo79af8 ebes Jmj FFFFF806EDO79B02
FFFFFB06° ed079afa C744242000000000 mov  dword ptr [rsp+2eh], @
FFFFF806° ed079b02 82442420 mov al, byte ptr [rsp+26h]
fffff806° edo79b86 4883c438 add rsp, 38h
FFFFF806° edo79b0a c3 ret
fffff806° edo79beb cc int 3
FFFFF806° ed079bOc 4c89442418 mov quord ptr [rsp+18h], r8
FFFFFB06° ed079b11 4889542410 mov  quord ptr [rsp+leh], rdx
FFFFF806° ed079b16 48894c2408 mov quord ptr [rsp+8], rcx
F£££306° edo79b1b 4883ec28 sub  rsp, 28h
FFFFFB06° ed079b1f 488b442440 mov  rax, quord ptr [rsp+deh]
FFFFF806° ed079b24 Bfbeod movsx  eax, byte ptr [rax]
£eccione aananan azohananze movi o mumed ntn Tosnsaohl

Ki

Address: | FFFFBA87673DB558

ol
it

FFFFBAS7673DBAFO
FFFFBAS7673DB500
FFFFBAS7673DB510
FFFFBAS7673DB520 90
FFFFBAS7673DB530
FFFFBAS7673DB540
FFFFBAS7673DB550
FFFFBA87673DB560
FFFFBA87673DB57@
FFFFBAS7673DB580
FFFFBA87673DB590
FFFFBAS7673DB5A0

FF
59

3D
)
7F

13
)
87
34
)
FF
02
1

FF
ES

BA
)
)

92
1)
FF

1)
7F
FF
92

FF
e
oo
FF
FF
oo
FF
]
oo
o0
FF
FF

00
FF
FF

87
80
o0
7F
o0
L
20
o0
67
B4
67
EE

FF

a5

60
e
oF
o0

BA
92
BA
cc

20
3D

8F
87
81

Source Memory Command ~
Local Feedback
Help +
Help
= |Command « 2 x |[Registers - 2 X
L e i R TRy | PV o RCX: FRFFBAB7E73D8558
Firtraee: edo7SFaL C3 et RDX: FFFFBAB7673DB480 RSI: FFFFBAS7673DB79F RDI: FFFF928FB711E017
E 1: kds £ RIP: FFFFFBOGEDO79AES  RSP: FFFFBAS7673DB4BO  RBP: FFFFBAS7673DBAGO
. R8: Ro: 10 Rie:
FEFFFB06" ed076ef6 4880442450 Lquord pt
TR ToV____rSX,quorc P R11: 313530342D454341 R12: FFFFBCB4SC3FC7F@  R13: FFFFFFFF800020A8
8 R14: : 729E30
FFFFB06° ed076efb 4883448 dd ,48h
T & = =P EFLAGS: 00040282 CF=0 PF=@ AF=0 ZF=0 SF=1 TF=0 IF=1 DF=@ OF=@
FEFFFB06° ede76eff c3 ret SsP: CETUMSR:
1 kd> t
FFFFFB06° ed07al97 488d4c2468 lea  rex,[rsp+6sh
1 kd> t
FFFFFB06° ede7aloc eB37FOFFFF call  fFFFFB06° edo
1 kd> t
FFFFFB06° ed079ad8 48894c2408 mov  quord ptr [r
1: kd> t
FFF806° ed079add 4883ec38 sub  rsp,38h
1: kd> t
FFFFFB06° ed079ael 488bA4c2440 mov  rex,quord pt
1: kd> t
fffff806° ede79ae6 821890000 call fffff8e6” edo
1: kd> t
FFFF806° ed07a40c 48894c2408 mov quord ptr [r
1: kd> t
FFFFF806° ed07a411 4880442408 mov rax,quord pt
1: kd> t
FFFFF806 ed07a416 48804010 mov rax,quord pt
fffff806 ede7adla c3 ret
fffff806" ede79aeb 4885c0 test rax,rax
= | K E— D]
o] |2 ka| |
Watch x | [Breakpoints - 2 x
Name 1d Location Line Type Hit Count Funci
= 0 @ OxFFFF928FB7138E90 Hardware Read 1844662374468233
1 @ OxFFFFBAST673DBSSS Hardware Read 1844676894482
2 @ OXFFFFBAST673DBS60 Hardware Write 1844676894482
< 0]
[¥] Locals | Watch | <1 ] ]
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E G Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
" {P Stepout ) Step Out Back Restart = 7 ;q
T step! Step Into Back i | (ool
Break Go () owep!nto (}StepintoBack o M StopDebugging ¢ ooreal Assembly Local Feedback
- {}*StepOver ‘() Step Over Back puck 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help
Driver.c Disassembly % = |Command - 2 X ers X
: rerrane: RAX: 000000000000902D  RBX: FFFF928FB42D4000  RCX: FFFFBA87573DB559
FFF£806" ede79b2e 488b4c2430 mo rex, quord ptl2]
ddress: @gscopeip follow curent instruction s kd> t = Ll RDX: 606000 002D  RSI: FFFFBAS7673DB79F RDI: FFFEgaeFB711£617
TTTTTowS euv/avi> coesai/I00 Cair  rrrrreverveveLry :
8 -~ P: 8O6EDB7ABS6 P: FFFFBA8767. 4 : AB767. Al
FFFFF806" ed07abla 48c744241834960723 mov quord ptr [rsp+18h], 23079834h [ | ##¢fs06" edo79033 escaoconon call  fffffges eds || RI ::. FrreAsTereDs ;3 Bns7eTIDRAC
FFFFF806° ed07ab23 488d642418 lea rsp, [rsp+18h] 1: kd> t T . o " Co
FFFF806° ed07ab28 e8e130a200 call  FFFFF806EDAIDCOE FFFF£806" ede7a7fc e912cd6800 jmp :ﬁ: OSSO Ceaeate :i:: " B“‘”‘i;" g | FRFFFFFFBOe0zons
FFFF806" edd7ab2d 48c74424009ebel1843 mov quord ptr [rsp], 4318BESEh 1: kd> t AGS- o PE=3 AF=0 ZFe -6 TF=1 DF=6 OF=
FFFF806" ed07ab36 e8bdsaace call  FFFFF8@6EDBE35FS FFFFF806° ed707513 4d85ce r8,rs E:';'_ms' O e ons AZ;UiF 2 o ooenasen 0
FFFff806 ede7ab3b 488b4008 mov rax, gword ptr [rax+8] 1: kd> t . R : B
FFFFF806° ede7ab3f e92565FFFF jmp FFFFF806EDO71069 FFff£806°ed707516 935369, Jmp fffffeee edo
FFFFF806° ed@7abad 6e outs dx, byte ptr [rsi] 1: kd> t
FFFFF806° ed07abd5 le 27 FFFFF806" ed07; 08404ed7700  Je FFFF806° ed7
FFFFF806° ed07abds 12660 adc ah, byte ptr [rsi+eFh] :
FFFFF806 ed07ab4s 1f 133 3811 <mp byte ptr [rc
FFFFF806 ed07abda 8400 test byte ptr [rax], al 1: kd> t .
FFfff806° ede7abdc 0000 add byte ptr [rax], al Breakpoint 1 hit . R
FFFFF806° ed07abde 0000 add byte ptr [rax], al FFFF806" ed07abs8 e9616cFFFf 3mp FFFF806° edo
FFFFF806° ed07abse 6f8464ed7700 je FFFFFBOBED7FIB5A 1: kd> £ k
Fffff806” ede7abs6 3811 cmp byte ptr [rcx], dl Fffff806° ede7175e of84f6807800 je
FFFFF806° ed07abs8 e9@16cFFff jmp FFFFF8O6EDO7175E 1: kd> £
FFFFFB06° ed07ab5d do 2 FFF806° ed071764 48Ffcl inc
FFFFf806” ed@7abSe 829685666666 dl, byte ptr [rsi+66666685h] 1: kd> t
FFFFF806° edB7ab64 666666660F1F840000000000 nop word ptr [rax+rax] fffff8e6” ede71767 f8
FFFFF806° ed87ab70 4156 push ri4 1: kd> t
FFFFF806° ed7ab72 48c74424088a3f439¢ mov quord ptr [rsp+8], @FFFFFFFF9C433F FFfff806” ede71768 r8,1
FFFff806” ede7ab7b 488d642408 lea rsp, [rsp+8] 1: kd> t X R
FFFf806" ed07ab80 e841f8acod call  FFFFF8O6EDBAA3CE FFFf806° ede7176¢c jmp FFf806° ed7
806" ed07abs5 52 push  rdx 1: kd> t R
FFFff806” ede7ab86 48bade693aa38351140c mov rdx, @C145183A33A690Eh fffffaee 854 of85fc1288ff jne ffFff8e6" edo
FFFff806° ed07ab90 488d94223e4c3ebb lea rdx, [rdx-44C1B3C2h] D
FFfff806° ed07abo8 Sc pushfq 06" ed@7ab56 3811 cmp byte ptr [rc
FFFFF806° ed07ab99 80eal2 sub d1, 12h [*]
FFFFFB06° edd7aboc eB5ba7fFFf call  FFFFFBOGEDE752FC & | K1 — O]
D T coob aan o] |
Memory 0 Watch - x | |Breakpoints - 2 x
Address: | FFFFBAS7673DB558 Name Location Line Type Hit Count Function
FrrrEAS76730B5TE AR 25 7F ED 16 60 08 66 60 68 8FB7138E90 Hardware Read 1 18446623744682331792
FFFFBAS7673D8520 90 22 10 B7 8F 92 FF FF FF FF
FFFFBAS7673DB530 90 SE 13 B7 8F 92 FF FF OF 00 87673DB558 Hardware Read 1 18446667689448289624
FFFFEAS7673DB540 @1 16 60 00 00 60 00 00 40 06 87673DB560 Hardware Write 1 18446667689448289632
FFFFBAS7673D8550 A3 D3 87 E7 FF FF FF FF 41 43
FFFFBAS7673DB560 35 37 34 38 34 34 00 FF GF 00
FFFFEAS7673D8570 OF 06 60 00 00 60 00 00 60 BA
FFFFBAS7673D8580 FF FF FF FF FF 7F 00 00 60 40
FFFFBAS7673DB590 28 59 62 ES FF FF FF FF 9F B7
FFFFBAS7673D85A0 17 E@ 11 B7 8F 92 FF FF @0 00 30 EE 81 CC FF FF .2.7..27..07.27?
FFFFBAS7673DB580 F@ C7 3F 9C 84 BC FF FF 60 60 00 @0 00 00 @0 60 ??7..77 .
FFFFEAS7673D85C0 F4 A@ 67 ED @6 F8 FF FF 28 BB B6 ED 06 F8 FF FF 22.7.727(?27.27? < >
FFFFEAS7673D85D0 @@ 46 2D B4 8F 92 FF FF 60 BA 3D 67 87 BA FF FF .@-?..?? ?=g.??? [+] Locals | Watch « [ ] >

REZIER,
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Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
{Fstepout ) Step Out Back Restart ” o)
. | [l ]
P)stepinto (] Step Into Back W Stop Debugging —
Break Go o Settings |Source| Assembly  Local Feedback
. {PStepOver [} StepOverBack pack 4 Detach Help -
Flow Control Reverse Flow Control End Preferences Help

Driver. = [Command < % x |[Registers - % x

; . . . RAX: 000000000000002D  RBX: FFFF928FBA42D4000  RCX: FFFFBAB7673DBSSB
s [@sscopeip Follow current instruction :ff::fei ed7fossa ofssfc128sff  jne  frfffses edel) B R e o Trroererane
Frrraes: edoriva 8 [] | $#¢f¢806" edevabss 3811 cmp byte ptr [rc RIP: FFFFF806EDE7175E RSP: FFFFBA87673DB418 RBP: FFFFBA87673DBA6O
FFFFF806° ed071722 F6d1 cl 1: kd> bp FFFFf86" ede7abse R8: R: 90 Rie:
FFFFF806° ed071724 66clacOcdecl58c107 word ptr [rsp+rcx-3EA73EB2h], 7 1 kd> t R1l: 3135303420454341 R12: FFFFBCB49C3FC7FO  R13: FFFFFFFF800020A8
FFFFF806° ede7172d 48c74424202e761676 aword ptr [rsp+26h], 761676AEh Breakpoint 1 hit R14: 0000000000000000 R15: FFFFO28FB4729E30
FFFF806° ed071736 488b8cdcadsb1s2 rex, qword ptr [rsp+rcx*2-7D4E7DSCh] FFFFF806" ed07ab58 e9016cFFFF 3mp FfFfs06 edo || EFLAGS: 00840246 CF=0 PF=1 AF=@ ZF=1 SF= TF=0 IF=1 DF=0 OF=0
FFFFF806° ede7173e 66F74424082e0d word ptr [rsp+8], @D2Eh 1 kd> t SSP: CETUMSR:
FFFFFB06° ed071745 eB172d0000 FFFFF806ED074461 FFFFFB06" edo7175e 0FB4F6807800 e FEFFFB06" ed7
FFFFF806° ed07174a 49beBeBebOb6a2f2aBda mov rld, 4AASF2A2B6BOBESER 1: kd> t
FFFFFB06° ed071754 Oc pushfq FEFFFB06" ed071764 48FFCL ine rex
FFFFFBO6° ed071755 41c0e647 shl  riab, 47h 1: kd> t
FFFFF806° ed071759 eB00ac7900 call  FFFFFBOGEDBOC3SE FEFFFB06" ed071767 £8 cle
FFFFF806° ed07175e 0846807800 e FFFFFBOGED7F985A 1: kd> t
FFFFFB06° ed071764 4BFFCL inc  rex FFFFFB06" ed071768 4983801 sub rs,1
FFFFFB06° ed071767 8 cle 1: kd> t
FFFFFB06° ed071768 49830801 sub s, 1 FFFFFB06" ed07176¢ e9e3807800 jmp  FFFFFB06ed7
FFFFFB06° ed07176c 293807800 jmp  FFFFFBOGED7F9854 D kd> t
FFFFFB06° ed071771 4803d0 add  rdx, rax FEFFFB06" ed7f9854 OFBSFC1288FF  jne  FFFFFB6 edo
FFFFFBO6° ed071774 660F43cL cmovae ax, cx s kd> t
FFFFFB06° d071778 49FFc inc  r8 Breakpoint 3 hit
FFFFFB06° ed07177b 48804208 mov  rax, quord ptr [rdx+8] FFFFFB06" edo7abs6 3811 emp  byte ptr [rc
FFEFFBO6° ed07177f Ffeo jmp rax 1: kd> t
FFFFFB06° 071781 b2cc mov  dl, ecch Breakpoint 1 hit
FFFFFB06° ed071783 Ffeo jmp rax FFFFB06" ed07abss e9R16cFFFE jmp  FFFFFB06 edo
FFFFFBO6° ed071785 Ffeo Jmp rax 1: kd> g
FFFFFBO6° ed071787 cc int 3 Breakpoint 1 hit
FFFFFB06° ed071788 2848837700 call  FFFFFBOGED7ESADS FEFFFB06" ed07abss e9@16cFFFE jmp  FFFFFB06 edo
FFFFFB06° ed07178d 48c74424088b9bc7c  mov  quord ptr [rsp+8], 7CBCF98Bh 1: kd> t
FFFFFB06° ed071796 488d642408 lea  rsp, [rsp+d] FEFFFB06" ed07175e OFB4F6807800 e fffffaas‘ernB
fffff806° ed@7179b e8a953a10@ call FFFFF8@6EDAB6EB49
FFFf806° ede717a0 60 2?2? | K1 I (D}
£E£EERAG ad071721 £4 it [
kil ] B [1 ke |
Memory 0 «~ 2 x |[Watch - % x |[Breakpoints - 2 x
Address: | FFFFBAB7673DB558 | Name 1d Location Line Type Hit Count Functi
rrrrBAS7673UBSTE AR 25 /F EU 166U 6Y 66 66 66 66 66 U6 5 Fr g 0 @ OxFFFFO26FB7138E90 Hardware Read 1 1844662374468233
FFFFBAS767308520 9@ 22 10 B7 8F 92 FF FF FF FF FF 7F @0 00 FF
FFFFBAS7673DB530 90 SE 13 B7 8F 92 FF FF OF 00 00 00 00 00 00 1 @ OxFFFFBAST6730B558 Hardware Read 1 1844666768944828
FFFFBAS7673DB540 01 10 00 00 00 00 00 00 40 06 @0 @0 00 00 00 0 2 @ OxFFFFBAST673DBS60 Hardware Wite 1 1844666768944828
FFFFBAS7673DB550 A3 D3 87 E7 FF FF FF FF 41 43 45 2D 34 30 35
FFFFBAS7673DB560 35 37 34 38 34 34 00 FF OF 00 @0 @0 00 00 00 3 @ OGFFFFFE0GEDO7ABSE Software 1
FFFFBAS7673DB570 OF 00 0@ 00 0@ 00 00 00 60 BA 3D 67 57 BA FF
FFFFBAS76730858 FF FF FF FF FF 7F 00 00 @0 40 2D B4 8F 92 FF
FFFFBAS7673DB590 28 59 02 ES FF FF FF FF OF B7 3D 67 87 BA FF
FFFFBAS7673DB5A 17 E@ 11 B7 8F 92 FF FF @0 00 30 EE 81 CC FF
FFFFBAS7673DB580 F@ C7 3F 9C 84 BC FF FF 00 00 @0 @0 00 00 00
FFFFBAS7673DB5Ce F4 A@ 07 ED 06 F8 FF FF 28 BB B6 ED @6 F8 FF < v
FFFFBAS7673DB5D@ 0@ 4@ 2D B4 8F 92 FF FF 60 BA 3D 67 87 BA FF [+] Locals | Watch Kl ] v

______________________________________________________________________=
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E G Home View Breakpoints Time Travel Model Scripting Source Memory Command ~

" {P Stepout ) Step Out Back Restart = E ‘ ;ﬂ
v I Step Into Back i | d
Break Go () oweP!nto (}StepintoBack o M StopDebugging ¢ i looireal Assembly  Local Feedback
- {}*StepOver ‘() Step Over Back puck 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help
Driver.c Disassembly X 5 [Command - 2 x| S =
i Frefre0e 8 . RAX: FFFFBAB7673DBSSB  RBX: FFFFO28FB42D4600  RCX: FFFFBA87673DB5SB
Add Foll FFFFF806° ed7f9854 Bf85fc1288FF ne eegos edol=]
ress: B8scopelp | B relow curent nstnction 1: ’ 00000000006002D  RSI: FFFFBAS7673DB79F  RDI: FFFF928FB711E017
TTTTTowS eun/03> 4o0UCLAHD nov Fix, ywory pure Lrespreon : t i . : :
FFFFF806° ed07652a 4803c8 add rex, rax E Breakpoint 3 hit :i? FFFFF8O6EDO76566 ::P FFFFBAE7673DBA:; :i; FFFFBA87673DBA6@
FFFFF806° d07652d 488bcl mov rax, rex FFFFF806" ede7abs6 3811 : : :
5 " N R11: 313536342D454341 R12: FFFFBCB49C3FC7F  R13: FFFFFFFF800020A8
FFFFF806° ed076530 4889442420 mov qword ptr [rsp+2eh], rax 1 kd> t ) o b e
FFFF806° 2d076535 ebod jmp FFFFFBO6EDO76544 Breakpoint 1 hit : :
5 - S - EFLAGS: 00040286 CF=0 PF=1 AF=0 ZF=6 SF=1 TF=0 IF=1 DF= OF=6
FFFFF806 ed076537 488b442420 mov. rax, qword ptr [rsp+26h] FFfff806° edo7abs8 Jmp Fffffgee edo ssp: CETUMSR:
FFFFFB06° ed07653c 48FFco inc rax 1: kd> g : :
FFFFf806” ede7653f 4889442420 mov qword ptr [rsp+26h], rax Breakpoint 1 X R
FFFFF806° ed076544 488b442420 mov rax, qword ptr [rsp+2eh] FFFFFB0! e9016cFFff Jmp FFFf8e6 edo
FFFFF806° ed076549 488b4c2428 mov rex, quord ptr [rsp+28h] 1 t . .
FFFFF806° ede7654e 482bc8 sub rex, rax Fff806 edo7175e 084f6807860  je FFEFB06" ed7
FFFFFB06° ed076551 488bcl mov ax, 1 kd> €
FFFFF806 ed076554 4c8b442458 mov. r8, quord ptr [rsp+58h] FFfff8e6” ed7fo85a 49f7ds neg r8
FFFff806° ed076559 488bde mov rdx, rax 1: kd> t
FFFFF806° ed07655¢c 488b4c2420 mov rcx, qword ptr FFFff806° ed7fo85d e99f7ds7ff Jmp Fffffgee edo
FFFF806° ed076561 e8a6350000 call  FFFFF806EDE79I 1: kd> £
FFFFF806° ed076566 4889442420 mov quord ptr [rsp+20h], rax FFfff806° ede71601 481bce sbb rax,rax
FFFff806° ed07656b 48837c242000  cmp qword ptr [rsp+2eh], © 1: kd> t
FFFFf806° ed076571 7509 jne FFFFF806EDO7657C FFFff806° ede71604 4823cl and rax,rex
FFFff806° ed076573 48c7ceffffffff mov rax, OFFFFFFFFFFFFFFFFh 1: kd> t 3 R
FFFFf806° ed7657a eb2c jmp FFFFF8O6EDO765A8 FFFff806° ede71607 edc7faffff Jmp FFFff806° ede
FFFff806 ed07657c 4c8b442460 mov r8, quord ptr [rsp+60h] 1: kd> t
FFFFf806 ed076581 488b542458 mov. rdx, qword ptr [rsp+58h] FFFff806° ede710d3 c3 ret
FFfff806 ed076586 488b4c2420 mov rex, qword ptr [rsp+2eh] 1: kd> t
FFFff806" ede7658b €808280000 call FFFFF806EDO78D98 FFFff806°ede79038 4883c428 add rsp,28h
FFFf806° ede76590 85c0 test eax, eax 1: kd> t
FFFff806° ed076592 7512 jne FFFFF806EDO765A6 fffff8e6 edo79b3c c3 ret
FFFFf806° ed076594 488b442448 mov rax, quord ptr [rsp+4eh] 1: kd> t
FFFFf806° ede76599 488b4c2420 mov rex, quord ptr [rsp+20h] Ffff806" ed076566 4889442420 mov quord ptr [FB
FFFf806° ed0765%¢ 482bc8 sub rex, rax
FFFF806" ed0765a1 488bcl mov rax, rex B | K I— (2]
i o] |2 k] |
Memory 0 - % x ||Watch v 2% x ||Breakpoints - 2 x
Address: |FFFFBAB7673DB558 Name 1d Location Line Type Hit Count Functi
FrErBAS7E7SUES1E AR 25 /F EDT L0 00 00 00 00 W0 0o We Ub 5 T & 0 @ OxFFFF928FB7138E90 Hardware Read 1 1844662374468233
FFFFBAS7673D8520 96 22 10 B7 8F 92 FF FF FF FF FF 7F 00 00 FF
FFFFBAS7673DB530 90 8E 13 B7 8F 92 FF FF OF 00 00 @0 00 00 00 1 @ OxFFFFBAST673DB558 Hardware Read 1 1844666768944828
FFFFEAS7673D8540 @1 16 60 00 00 60 00 00 40 06 00 00 60 00 00 0 2 @ 0xFFFFBAST673DB560 Hardware Write 1 1844666768944828)
FFFFBAS7673D8550 A3 D3 87 E7 FF FF FF FF 41 43 45 2D 34 36 35
FFFFBAS7673DB560 35 37 34 38 34 34 0@ FF GF 00 00 00 00 00 00 3 @ OxFFFFFE06EDO7ABSG Software 1
FFFFEAS7673D8570 OF 06 60 00 00 60 00 00 60 BA 3D 67 87 BA FF
FFFFBAS767308580 FF FF FF FF FF 7F 00 00 60 40 2D B4 8F 92 FF
FFFFBAS7673D8590 28 59 62 ES FF FF FF FF OF B7 3D 67 87 BA FF
FFFFBAS7673D85A0 17 E@ 11 B7 8F 92 FF FF @0 00 30 EE 81 CC FF FF .2.7..27..07.27?
FFFFBAS7673DB580 F@ C7 3F 9C 84 BC FF FF 60 60 00 @0 00 00 @0 60 ??7..77 .
FFFFEAS7673D85C0 F4 A@ 67 ED @6 F8 FF FF 28 BB B6 ED 06 F8 FF FF 22.7.727(?27.27? < >
FFFFBAS7673DB500 06 40 2D B4 8F 92 FF FF 66 BA 3D 67 87 BA FF FF .@-?..?? ?=g.??? |[v] Locals | Watch | kil ] v

EER, AMBUseENE TENRNET

f Home View Breakpoints Time Travel Model Scripting Source Memory Command ~

Tl P stepout ) Step Out Back Restart \ﬂ W

) Step Int Step Into Back W Stop Debugai =]
(DSEPID | (f)SEDIEEER o 0P DEBUITING. o ttings |Source Assembly  Local Feedback

Break Go
. {PStepOver ¥} StepOverBack pack 4 Detach Help~
Flow Control Reverse Flow Control End Preferences Help
Driver.c Disassembly X il Command ~ 2 x JEEEES - 20X
T FFTFaoE" RAX: FFFFBAS7673DB578 RBX: FFFFBAS7673DB578 RCX: FFFFBA87673DB578
FFFFF806" edb6cdoa 48FFco dec rex 5
ks E5scopel | @ rolow curent nstrucion 10 kd> t RDX: FFFFFFFFFFFFFFE@  RSI: FFFFBAS7673DB578 RDI: ©000000000000003
rrrane cabecden aoreen o? e T rrevenvestues | ¢ - ; N RIP: FFFFFBOGEDBECDA7  RSP: FFFFBAS7673DB418  RBP: FFFFBAB7673DBAGO
. FFFF806" edb6cd97 2900000000 m FFFFF806" edb : : :
iﬁxﬁ:z:g:z:z?i :Zzsgzge% g:; T r806EDBECH7E T kst e RS: 0000000000000000 R9: FFFFBAS7673DB558  R10: 7FFFFFFFFFFFFFFC
S R11: 3135303420454341 R12: FFFFBCS49C3FC7FO  R13: FFFFFFFF300020A8
FFFFF806° edb6cd76 448859FF mov byte ptr [rcx-1], rilb rarritlas cilihe chinis deg e R14: R15: 729E30
FFFFF806° edb6cd7a ne DSD 1: kd> t AGS: -0 PF=1 AF=0 ZF=1 SF=® TF=0 IF=1 DF=0 OF=
££££806" edb6cdse c3 ret FEFFFB06° edb6CdSF 2900000000 3mp FEFEFBO6" edb S;‘_‘Gs* 00040246 CF=0 PF=1 AZE?JEE? SF=6 TF=6 IF=1 DF=p OF=0
FFFF£806" edb6cdsl 4903c8 add rex, rg 1 kd> t : :
FFFF£806 edb6cdsa 41fech dec ri1b FFFFF806" edb6cdad 448819 mov byte ptr [rc
FFFFF806" edb6cds7 41fec3 inc ri1b 1 kd> £ ) )
FfFff806° edb6cdBa 448a5c11ff mov rllb, byte ptr [rex+rdx-1] Ffff806" edbécda’ 900000000 Jmp FfFff8e6" edb
FFFF£806° edb6cdBf 900000000 jmp FFFFF8O6EDBECDI4 1: kd> t
FFFFF806° edb6cdas 48FFCO dec rex FFFF806  edbbcdac OFBSABFFFFFF  jne FFFFF806" edb
FFFF£806° edb6cd97 900000000 jmp FFFFF806EDBECDIC 1: kd> t
FFFFF806° edb6cdoc 49FFc8 dec r8 F£F£806  edb6cdsa 448a5c11FF mov rlib,byte pt
FFFF£806" edb6cdof 900000000 jmp FFFFF8O6EDBECDAL 1: kd> £ i
FFFF£806" edb6cdas 448819 mov byte ptr [rcx], rilb BgeakpointRighic X .
FfFff806" edb6cda7 900000000 Jmp FFFFF806EDBECDAC FFfff806° edb6cdaf 900000000 Jmp FFFff806 edb
F£FF£806 edb6cdac jne D8A 1: kd> t
FFFFF806" edb6cdb2 c3 ret FFFF£806" edb6cdoa 48FFco dec rex
FfFff806" edb6cdb3 4e8d1c02 lea ri1, [rdx+rs] 1: kd> t X R
FFFFF806" edb6cdb7 9880000 jmp FFFFF8@6EDB6CDBC FFfff806° edb6cd97 900000000 Jmp FFfffee6 edb
FFF££806 edb6cdbe 482bd1 sub rdx, rex 1: kd> t
FFFFF806" edb6cdbf e900000000 jmp FFFFF8O6EDB6CDCA FFfff806° edb6cdoc 49ffcs dec r8
FFFFF806" edb6cdcd of Jae DD 1: kd> t
FFFF£806" edb6cdca 4c3bd9 cmp F11, rex FFFFF806" edb6cdIf 900000000 3mp FFFFF806" edb
FFF££806 edb6cdcd 6F87be010000  ja FFFFF806EDBECFO1 1: kd> £
FFFFF806° edb6cdd3 @f160411 movups  xmme, xmmword ptr [rcx+rdx] FFfff806° edb6cdas 448819 mov. byte ptr [rc
FFFFF806° edb6cdd7 41F6c73b test r15b, 38h 1: kd> t
FFFF£806" edbbcddb 8 cle F£F£806  edb6cda7 €900000000 3mp ffFFFEBs\edbE
#FFFF806" edb6cddc 4883c110 add rex, 16h
FF£F£306 edb6cded 5 eme E | K1 E— O]
fefcfonc’ ndncadnt f2rnnE cnce o1 oew
i o] 2 ke[l ]
Memory 0 v 2 x ||Watch ~ % X | |Breakpoints - 2 x| x
Address: | FFFFBAS7673D8560 Name Id Location Line Type Hit Count Functiq | Fran]
L = 0 @ 0xFFFFO28FB7138E90 Hardware Read 1 1844662374468233( | [0
FFFFBAS7673DB500 00 00 00 00 00 00 00 00 03 00 90 00 00 00 00
FFFFBAS7673DB510 AA 25 7F ED 10 00 00 00 00 00 00 @0 06 F8 FF 1 @ OxFFFFBAST673DBSSS Hardware Read 1 1844666768944828 | [0x
FFFFBAS7673DB520 9@ 22 1@ B7 8F 92 FF FF 03 00 00 00 00 00 00 5 @ OXFFFFBASTET30B560 Hardware Wiite 1 1aases76B044528|| 10
FFFFBAS7673DB530 9@ 8E 13 B7 8F 92 FF FF OF 00 00 00 00 00 00
FFFFBAB7673DB540 @1 16 00 00 00 00 00 00 40 06 00 00 80 00 00 3 @ OxFFFFFB0GEDO7ABS6 Software 1
FFFFBAS7673DB550 A3 D3 87 E7 FF FF FF FF 41 43 45 2D 34 3@ 35 0
FFFFBAS7673DB560 35 37 34 38 34 34 00 FF OF 00 00 00 00 00 00
FFFFBAS7673DB570 OF 00 00 00 00 00 00 00 41 43 45 60 00 00 00
FFFFBAS7673DB580 FF FF FF FF FF 7F 00 00 03 00 00 00 00 00 00
FFFFBAS7673DB590 OF 00 00 00 00 00 00 00 OF B7 3D 67 87 BA FF
FFFFBAS7673DBSA@ 17 E@ 11 B7 8F 92 FF FF 00 @@ 30 EE 81 CC FF K1 E— O oo
FFFFBAS7673DB580 F@ C7 3F 9C 84 BC FF FF 00 00 00 00 00 00 00 [=] Locals | Watch | o ) o

______________________________________=
MEEkeytBEANTHRIATE



E G Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
" {P Stepout ) Step Out Back Restart = E ;q
) step Int Step Into Back W Stop Debuggi | i
Break Go ) oeP!nto [}StepintoBack o P DEPUIINT  oings |Source| Assembly  Local Feedback
- {}*StepOver ‘() Step Over Back puck 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help
: : FFFFBAS7673DB598  RBX: FFFFBAS7673DBS98  RCX: FFFFBAS7673DB598
1: kd> t [=]
Addres: [@8scopeip Follow current nstruction Herto0s edoradab 48354c2408 nov : 3434383437353135  RSI: FFFFBAS7673DB598 RDI: 000000000000000A
TTTTTov0 euvouceE D2 xong | eax, eux quord ptr [r : :
- E . FFFFF806EDB6CD14 RSP: FFFFBA87673DB418 RBP: FFFFBA87673DBA6@
FFFFF806" edbbcccf 488bcl mov rax, rex 1 kd> t T oocconaooan o e non:
fAfffa0s edoeccda ese00a0000 dmp  FRRFFEOGEDBGCCD7 B S | 383437353135303¢  R12: FFFFBCSASCIFCTFO  R13: FFFFFFFF800020A8
FFFFF806" edb6ccd? 4983868 cmp rs, 8 1: kd> t : e AN :
FFFFF806” edbccdb 900000008 jmp FFFFF8OSEDBSCCED FFFff806° ed07ad34 488d542430 lea rdx, [rsp+3eh G - 1 AF= —0 SF=. . - - -
FFFF806" edb6cced @f825b000000 b FFFFF8@6EDBSCDAL 1: kd> t E:';’_‘“' 00040287 CF=1 PF=1 ";;Ui;: SF=1 TF=0 IF=1 DF=0 OF=0
FFFFF806° edbécce6 4983810 cmp r8, 1oh FFF£806° ed07a439 488b4c2450 mov rex, quord pt : :
FFFFF806" edb6ccea 2960000000 mp FFFFF8O6EDBECCER 1 kd> t .
Fffff806 edb6ccef 03720000000 ja FFFFF8O6EDBSCD1S FFFff806° ede7ad3e e855F8FFFf call fffffse6 ede
FFFFF806° edb6ccfS 4csbla mov ri1, quord ptr [rdx] s kd> t
FFFFf806  edb6ccf8 900000000 jmp. FFFFF8O6EDBECCFD FFfff806° edo79co8 4889542410 mov. quord ptr [r
FFFFFB06° edb6ccfd 4a8b54028 mov rdx, quord ptr [rdx+r8-8] s kd> t
FFFFF806° edb6cde2 900000000 jmp. FFFFF8O6EDBECDO7 FFFff806° ed079cod 48894c2408 mov. qword ptr [r
FFFFF806" edb6cde? 4c8919 mov word ptr [rex], ril 1 kd> g .
FFFFF806" edb6cdea 960800000 mp FFFFF8O6EDBECDGF Breakpoint 1 hit ) .
FFFFF806° edb6cdof 4a895401F8 mov qword ptr [rcx+r8-8], rdx FFfff806° edb6ccfs e900000000 Jmp FFfff8e6 edb
FFFFF806° edb6cdls c3 ret 1: kd> t
FFFFFB06° edb6cdlS 4983820 cmp r8, 26h FFFFF806" edbbccfd 4a8b5402F8 mov rdx, quord pt
FFFFF806" edb6cd1d 960000000 mp FFFFF8O6EDBECDIE 1: kd> t .
FFfff806 edb6cdle 08787000000 ja FFFFF8O6EDBSCDB3 Breakpoint 1 hit X .
FFFFF806° edb6cd24 ©f1002 movups xmm@, xmmword ptr [rdx] FFfff806° edb6cdo2 900000000 Jmp FFfffge6 edb
FFFFF806° edb6cd27 420104c02f0 movups xmml, xmmword ptr [rdx+r8-10h] 1: kd> t
FFFFF806° edb6cd2d 906000000 Jmp. FFFFF8O6EDBECD32 FFfff806° edb6cde7 4c8919 mov. qword ptr [r
FFFFF806° edb6cd32 @f1101 movups xmmword ptr [rcx], xmme 1: kd> t . .
FFFff806° edb6cd35 420f114c01f0 movups xmmword ptr [rcx+r8-10h], xmml Fffff806" edbécdoa 2900000000 Jmp ffFff8e6" edb
FFFFF806° edb6cd3b 960000000 mp FFFFF8O6EDBECD40 1: kd> t
FFFFF806 edb6cdd c3 ret FFF£F806" edb6cdef 4a895401f8 mov quord ptr [r
FFFff806° edb6cd4l 4d85c0 test rg, rg 1: kd> t
Fffff806” edb6cd4d e900000000 mp. FFFFF806EDB6CD49 FFfff806 edb6cdls c3 ret B
FFFf806" edb6cd49 08431000000 je FFFFF806EDBECD8O
FFFFF806" edb6cddf 482bd1 sub rdx, rex B | K I— (2]
[Ki— - | bl [kl |
Memory 0 - % x ||Watch v 2% x ||Breakpoints - 2 x|[x
Address: LFFFFBAB?GBDB%O | Name Location Line Type Hit Count Functiq | Fra
B o e o R o U LA ey A sy o Py — Hardware Read 1 1smee237a68233| | 10d
FFFFEAS7673D8560 @4 06 60 00 00 60 00 00 FF FF L
FFFFBAS7673DB510 AA 25 7F ED 10 00 00 00 00 00 > 222 1 @ OxFFFFBAST673DBSS8 Hardware Read 1 1844666768944828 | [0x
FFFFBAS7673DB520 90 22 16 B7 8F 92 FF FF 03 00 2 @ OxFFFFBAST673DBS60 Hardware Write 1 1844666768944828 | [0%
FFFFEAS7673D8530 90 8E 13 B7 8F 92 FF FF OF 00
FFFFBAB7673DB540 @1 10 00 00 00 00 00 00 40 06 3 @ OxFFFFFS0GEDOTABSG Software 1
FFFFBAB7673DB550 A3 D3 87 E7 FF FF PP FF 41 43 O 4 @ OxFFFFBAST6T3DBS78 Hardware Read 1 1844666766944828
FFFFBAS7673D8560 35 37 34 38 34 34 00 FF OF 00
FFFFBAS7673DB570 OF 06 60 00 00 60 00 00 41 43
FFFFBAS7673D8580 FF FF FF FF FF 7F 00 00 03 60
FFFFBAS7673D8590 OF 06 60 00 00 60 00 00 34 30
FFFFBAS7673DB5A0 34 34 11 B7 8F 92 FF FF 6A 00 1 y [
FFFFEAS7673D8580 OF 06 60 00 00 60 00 00 00 00 00 @0 60 00 00 60 [+ Locals | Watch Kl ) S

=
PRIRTHATER key, FURFINSR -0x30 BE >10, K% key REEREFHIFIMT.

TRBEEAXET T —MXEHTR, R RDI 2EFESRISEHAI .

Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
{F StepOut  {} Step Out Back Restart = \ﬂ @
Pstepinto  {*] Step Into Back M Stop Debugging -
Break Go Settings |Source| Assembly  Local Feedback
. {PStepOver ¥} StepOverBack pack 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help
Driver.c Disassembly X = |Command ERPAA Registers 2 X
Address: ‘@!scopeip Follow current instruction 1 l‘<d> ; ' : FFFFF806EDO7D3BO :g)l( FFFFBA87673DB598 :;)I( 9698956966669‘655
TrTTTove euvocaTe T3 s FFFF806  edb6caaa 5 eme : :
FFFFF806" edb6cafo 4076608 test sil, 8 E 1: kd> t H E;EE:i:?Z?sggzi; :ZP FFFFBA87673DB448 ::: 0000000000000031
FFFFf806" edb6cafd 900000000 jmp FFFFF8@6EDB6CBO2 fff:gﬂ%‘edb&aab 83bc249800000000 cmp dword ptr [ . 3834373531353034  R12: 6999999  R13:
Ffff806" edb6cb82 ©f853b000000 jne FFFFF8O6EDB6CB43 1: >t N N :
FFFEFB06 edb6cbos 4dBSFF st r1s, ris FFFFFB06" adbGeabs 0fESEb000000  jne  FEFFfBesTeds || K41 990009000990990M  RUS: FEETBASTeTIOBNA0 o ors oFco
FFFFf806" edb6cbob e900000000 jmp FFFFFB@6EDBECB10 1: kd> t ) ssp: " o CETUMSR: 000 " " - -
FFFFF806° edb6cb10 49ef45dc cmovne rbx, r12 FFfff806° edb6cabs 413bfc cmp edi,ri2d : N
FFFFf806° edb6cbls 8 cle 1: kd> t
FFFFF806 edb6cbls 413bde cmp edx, r8d FFfFf806 edb6cabc e9000R0000 jmp FFfF£806° edb
FFff806° edb6cbl8 2bff sub edi, edi 1: kd> t
FFFFF806" edb6cbla e900000000 jmp FFFFF8O6EDBECBLF fFfff806 edb6cacl efs2sdeeeeee  jb FFFf8e6" edb
FFFFF806" edb6cblf e9cbooseos mp FFFFF8O6EDBECBEF 1: kd> t
FFFFF806° edb6cb24 418faffe imul edi, riad FFFFf806° edb6cb24 41efaffe imul edi,rldd
FFFFf806° edb6cb28 400fcoed xadd bpl, bpl 1: kd> t
FFFF£806" edb6cb2c 039 add edi, ecx F£F£806  edb6cb28 400fcoed xadd  bpl,bpl
FFFFF806° edb6cb2e 408a2b mov bpl, byte ptr [rbx] 1: kd> t
FFFFf806" edb6cb31l 900000000 jmp FFFFF806EDB6CB36 FFFFf806° edb6cb2c @3F9 add edi,ecx
FFF£806" edb6cb36 48Ffc3 inc rbx 1: kd> t
FFFFf806° edb6cb39 900000000 Jmp FFFFF806EDBGCB3E FFFff806° edb6cb2e 488a2b mov bpl,byte ptr
FFfff806 edb6cb3e e9c7feffff jmp FFFFF8O6EDB6CAGA 1: kd> t
FEFFFB06° edb6cbd3 bIFFFFFF7F mov ecx, 7FFFFFFFh Breakpoint 5 hit
fffff8e6 edb6cbd8 40f6c604 test sil, 4 FFfff806" edb6cb31 900000000 mp. FFFff806" edb
FfFf806" edb6cbdc @8541000000 jne FFFFF8@6EDB6CBI3 1: kd> bp 806" edb6cb3l
FFFf806” edb6cb52 40F6c601 test sil, 1 1: kd> g
FFff806° edb6cb56 900000000 jmp FFFFF806EDB6CBSB Breakpoint 5 hit
FFFFf806° edb6cbSh BF858¢000000 jne FFFFF8@BEDBECBEF FFFFf806° edb6cb3l 900000000 Jmp FFFFF806  edb
FFFf806" edb6cb6l 40F6c602 test sil, 2 1: kd> g
FFff806° edb6cb65 900000000 jmp FFFFF8O6EDB6CBGA Breakpoint 5 hit
FF£f806” edb6cbba ©f8416000000 je FFFFF806EDB6CBE6 FFfff806° edb6cb3l e900000000 jmp ffﬂ‘fﬂeé‘ede
FFFFF806" edb6cb70 81Ff00000080 cmp edi, 80000000h
FFFFF806" edb6cb76 e900000000 Jmp FFFFF8@6EDBCB7E B | KN E— D]
£e£cf0ne nine T afe712000000 N
I ] ol [ ke |
Memory 0 v % x ||watch ~ % X | |Breakpoints v 2 X
Address: | FFFFBA87673DB598 | Name Location Line Type Hit Count Functic
e <] 1 @ OxFFFFBAS7673DB558 Hardware Read 1 1844666768944828
FFFFBA87673DB538 9@ 8E 13 B7 8F 92 FF FF OE 00 00 00 ©0 00 e
FFFFBA87673DB548 98 B5 3D 67 87 BA FF FF 40 06 00 00 ©0 00 e 2 @ OxFFFFBAB7673DB560 Hardware Write 1 1844666768944828|
FFFFBA87673DB558 A3 D3 87 E7 FF FF FF FF 41 43 45 2D 34 38 35 3 | @ OxFFFFFS0GEDO7ABS6 Software 1
FFFFBAB7673DB568 35 37 34 38 34 34 00 FF OE 00 00 00 00 00 68
FFFFBAS7673DB570 GF @0 08 00 00 90 08 00 41 43 45 00 00 00 00 4 @ OxFFFFBAST673DBS578 Hardware Read 1 1844666768944828
FFFFBA87673DB588 FF FF FF FF FF 7F ©0 00 03 00 00 00 00 00 e D 5 @ OxFFFFBAB7673DB598 Hardware Read 1 1844666768944828
FFFFBA87673DB596 OF @@ @@ 6@ 0@ 6@ ee ee 34 30 35 31 35 37 34
FFFFBAS7673DB5A@ 34 34 @0 B7 8F 92 FF FF OA 00 00 00 00 00 €0 0 @ OxFFFFFS0GEDB6CB31 Software 1
FFFFBAB7673DB5B@ @F @@ 00 @0 00 00 00 00 00 00 00 00 60 00 68
FFFFBA87673DB5C@ F4 A@ @7 ED @6 F8 FF FF 28 BB B6 ED @6 F8 FF
FFFFBA87673DB5D@ @@ 4@ 2D B4 8F 92 FF FF 60 BA 3D 67 87 BA FF (KT I | E’
FFFFBA87673DB5E@ 9@ 22 1@ B7 8F 92 FF FF 00 00 00 00 06 F8 FF [+] tocals | Watch i ]

BINEIEEEBIE T 405, BBA rdi=0x195=405,

T EURAITEIR,




2 Home View Breakpoints Time Travel Model Scripting Source Memory Command ~

" {P Stepout ) Step Out Back Restart = \jﬂ \-aiﬂ
bt .
Break Go \)oePinto () SteplintoBack o M Stop Debugging Seuirigs Source| Assembly  Local Feedback
- {}*StepOver ‘() Step Over Back puck 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help

Driver.c Disassembly X = [Command - 2 x o 50
Address: | @scopeip Follow current instruction Breakpoint 5 hit FFFFF8O6EDO7D3BO  RBX: FFFFBAS7673DB5A2  RCX: 0000000000000004
TrrTTove cuvocae T3 e FEFFFB06" edb6Ch31 2900000000 jmp  FFEFFses’edb : RSI: RDI: 17E263C
FEFFFB06" edbecald 10F6CE08 test  sil, 8 [<]] 1: kd> bp ##FFf8e6" edbeb3t :;::;i::g?;ggzi; ::f: FFFFBAS7673DB440 :i;: ©000000000000000
FFFFF806” edb6cafd e900000000 jmp FFFFF806EDBECBO2 1: kd> g . 3834373531353034  Riz: 9999999 Ris:

FFFFF806" edb6cbO2 F853b000000 jne FFFFF8@6EDBECBA3 Breakpoint 5 hit . 000000000000000A  R15: FFFFBAS7673DB540 :

FFFFF806° edbECbOS 4dBSFF test  ris, ris FFFF806" edb6cb31 e900000000 3mp FFFFF806" edb AGo: 00040306 ChoB PEol AF—G ZPeb Sio1 Tro6 TF=1 DF=0 OF=0
FFF£806” edb6cbeb 900000008 jmp FFFFF80SEDBSCB10 1: kd> g ::';'_‘Gs' ooe " N CETUMS;- " " " B =
FFFFF806” edb6cb10 490F45dc cmovne rbx, ri2 Breakpoint 5 hit : :

FFFFF806° edbécbls F8 clc FFFF806" edb6cb31 e900000000 3mp FFFFF806" edb

FFFFf806  edb6cbl5 413bde cmp edx, r8d 1: kd> g

FFFFF806” edb6cb18 2bFF sub edi, edi Breakpoint 5 hit

FFFFf806  edb6cbla e900000000 jmp FFFFF8O6EDBECBLF FFFf£806° edb6cb31 900000000 Jmp FFfffge6 edb

FFFFF806” edb6cblf e9cboeeeee jmp FFFFF8@6EDBECBEF 1: kd> g

FFFFF806” edb6cb24 41efaffe imul  edi, r14d Breakpoint 5 hit

FFFFF806” edb6cb28 400fcoed xadd  bpl, bpl FFFF806" edb6cb31 e900000000 mp FFFF806 edb

FFFFF806° edb6cb2c ©3f9 add edi, ecx 1: kd> g

FFFFF806  edb6cb2e 408a2b mov bpl, byte ptr [rbx] Breakpoint 5 hit

Ffff806° edb6cb31 900000000 3mp. FFFFF806EDB6CB36 FFfff806” edb6cb31 e900000000 Jmp FFFff8e6” edb

FFFFF806” edb6cb36 48FFc3 inc rbx 1: kd> g

FFFFF806  edb6cb39 900000000 jmp FFFFF8O6EDB6CB3E Breakpoint 5 hit

FFFFF806° edb6cb3e e9c7feffff jmp FFFFF8O6EDBECAGA FFFff806° edb6cb31 900000000 Jmp FFFff8e6” edb

FFFFF806” edb6cba3 bOFFFFFF7F mov ecx, 7FFFFFFFh 1: kd> g

FFFFF806° edb6cbas 40F6c604 test  sil, 4 Breakpoint @ hit

FFFFF806° edb6cbdc ©F8541000000 jne FFFFF8O6EDB6CBI3 FFFff806” edb6cb31 900000000 Jmp FFFff8e6" edb

FFFf806" edb6cb52 48f6c601 test sil, 1 1: kd> g

FFFf806° edb6cb56 900000000 jmp FFFFF806EDBSCBSB Breakpoint @ hit

FFFFF806" edb6cbSb ©Ff858e000000 jne FFFFF8O6EDBECBEF FFfff806° edb6cb31 900000000 Jmp FFFff8e6 edb

FFFFf806° edb6cb6l 40f6c602 test sil, 2 1: kd> g

FFFf806° edb6cb65 900000000 jmp FFFFF806EDBSCB6A Breakpoint @ hit

Fffff806" edb6cb6a 08416000000 je FFFFF8@6EDB6CB86 FFfff806 edb6cb3l 900000000 mp fffffaes‘ede

FFFff806" edb6cb70 81ff00000080 cmp edi, 80006008h

FFFF806" edb6cb76 e900000000 Jmp FFFFF8Q6EDB6CB7B B | K I— (2]

i ] B [1 ke |
Memory 0 -~ 2 x ||Watch ~ 2 X | Breakpoints - 2 X
Address: LFFFFBAB?GBDBSSS | Name Id Location Line Type Hit Count Functi
LFEFEASsesaDRo30 96 SE 13 By SF 92 FF FF OF 00 06 00 06 06 06 El 1 @ OxFFFFBAS7673DB558 Hardware Read 1 1844666768944828

FFFBAS7673DB530 9@ 8E 13 B7 8F 92 FF FF OF 0 00 00 00 00 00

FFFFBAS7673DB540 98 BS 3D 67 87 BA FF FF 40 06 00 00 00 00 00 2 @ OxFFFFBAST673DBS60 Hardware Write 1 1844666768944828
FFFFBAS7673DB550 A3 D3 87 E7 FF FF FF FF 41 43 45 2D 34 30 35 5 @ OxFFFFFA0EDO7ARSG Software .

FFFFBAS7673DB560 35 37 34 38 34 34 00 FF OF 00 00 00 00 00 00

FFFFBAS7673DB576 OF 00 00 60 00 00 00 060 41 43 45 00 00 00 00 4 @ OxFFFFBAST673DBS78 Hardware Read 1 1844666763944828
FFFFBAS7673DB580 FF FF FF FF FF 7F 00 00 03 00 00 00 00 00 00 O 5 @ OxFFFFBAST673DB598 Hordware Read 1 1844666768944528
FFFFBAS7673DB590 OF 00 00 00 00 00 @0 00 34 30 35 31 35 37 34

FFFFBA87673DB5A0 34 34 @@ B7 8F 92 FF FF @A @@ 00 @0 @0 00 00 o @ OxFFFFFB0GEDBECB31 Software 1

FFFFBAS7673DB5B0 OF 00 00 00 00 00 00 00 00 00 00 00 00 00 00

FFFFBAS7673DB5CO F4 A@ 07 ED 06 F8 FF FF 28 BB B6 ED @6 F8 FF

FFFFBAS7673DB5D0 0@ 4@ 2D B4 8F 92 FF FF 60 BA 3D 67 87 BA FF < y

FFFFBAS7673DBSEG 9@ 22 10 B7 8F 92 FF FF 00 00 00 @0 06 F8 FF [+ Locals | Watch Kl ) 5

AJLARIL RDI=0xF17E203C, B2 4051574844, BBAE TEHE FHEREEIR User BHARRIRE,

Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
StepOut ) Step Out Back Restart 5
I g;smep Into (‘; Ste; Into Back B Stop Debugging | =) <
Break Go % ) P DEBUIING  ¢ottings |Source| Assembly  Local Feedback
. {PStepOver ¥} StepOverBack pack 4 Detach Help~
Flow Control Reverse Flow Control End Preferences Help
Driver.c = |Command v 2 x ||Registers - & X
: [ RAX, 17E203D  RBX: FFFFS RCX: FFFFBA87667FES78
Addressr‘reis(j)pelrpi I -  Follow crtent nsruction \;‘f:gei £174c1b3 0Fb66424 movzx  eax,byte ptr [rsp] |2 ?’aeeeaaeeeeaeeeez o Trrtorareortooer  ROL. Frrrossreesbase
FFF806° F174c153 4889442410 nov quord ptr [rsp+ieh], rax E| #¢ers0e ri7acisiraasaes cmp r15b,dil /RIP: FFFFF806F174CICA  RSP: FFFFBAB7667FEACO  RBP: FFFFBAS7667FEAGO
FFFFFB06° F174C158 2900000000 jmp  FFFFF886F174C15D 1: kd> t Re: FPPFBASTGE7FESC  RO: Rie:
FFFFFS06° F174015d C744240800000000 MOV dword ptr [rspes], @ s Tl CCERCIEETD smp FFEEraaE TG R11: 3834373531353034 R12: FFFFBC8492BF7980 R13: FFFFFFFF80002FS4
FFFFFB06° F174c165 C744240400000000 MmOV dword ptr [rsp+4], © 1: kd> g R14: 15: FFRFO28FB7DOCE3Q
FFFFFB06° F174c16d 2914000000 jmp  FFFFFB06F174C186 Breakpoint 1 hit EFLAGS: 00040AS3 CF-1 PP=0 AF-0 ZF=0 SF-1 TF=0 IF-1 DF=0 OF=1
FFFFF806° f174c172 8b442404 mov eax, dword ptr [rsp+4] FFFFF806° fl74clae 880424 oy * [rspl,al SsP: CETUMSR:
FFFFF806° £174C176 960000000 mp FRFFF806F174C178 10 kd> t
FFFFF806° F174c17b Fco inc eax Breakpoint 2 hit
FFFF806° F174c17d 89442404 mov dword ptr [rsp+d], eax FFEFFB06° F174C1b1 86ed ah,ah
FFFFF806° £174c181 6681b2a47 cmp bx, 472Ah 10 kd> g
FFFff806° f174c186 4863442404 movsxd rax, dword ptr [rsp+4] WATCHDOG: hRim: 0080008000802 :FFFF928FB18A5140, T: FFFF928FB:
FFFFF806° F174c18b 413af4 cmp sil, ri2b Breakpoint 1 hit
FFFFF806° F174c18e 4830442438 cmp rax, quord ptr [rsp+3sh] FFEFFB06° Fl74clae 8804, mov byte ptr [rsp],al
FFFF806° £174193 960000000 mp FRFFF8O6F174C198 0: kd> t
FFFFF806° £174c198 08337000000 jae FFFFF806F174C10D Breakpoint 2 hi
FFFFF806° F174c10e 4863442404 movsxd rax, dword ptr [rsp+d] FFEFF806° F17400b1 86ed xchg  ah,ah
FFFFF806° F174c1a3 codd25 rer ch, 25h 0: kd> t
FFFFF806° F174c1a6 488b4c2410 mov rex, quord ptr [rsp+ioh] FFEFFEIE F174c1b3 0Fb60424 movzx  eax,byte ptr [rsp]
FFFF806° f174clab 8a0461 mov al, byte ptr [rcx+rax] s> t
fffff8e6 fl74clae 880424 byte ptr [rsp], al Fff806° f174c1b7 443aff cmp r15b,dil
££f£806" £174c1bl 86ed xchg __ah, a 10 kd> t
FFfff8e6 f174c1b3 ofbsed24 movzx  eax, byte ptr [rsp] FFfff806° fl74clba 901600000 jmp FFFFF806° f174c1cO
FFFFFB06° F174c1b7 443aff cmp Sb, dil 10 kd> t
Fffff8e6° f174clba e901000000 jmp FFFFF806F174C1CO FFfFf806° f174clco 03442408 add eax,dword ptr [rsp+8’
FFFFF806° F174C1bf £5 cme 1: kd> t
FFFff8e6° fl74clco 03442408 add eax, dword ptr [rsps€ FFFFF806 f174c1c4 69c03f0R0100 imul eax,eax,1803Fh
FFFFF806° F174c1ch 69037000100 imul  eax, eax, 1003Fh 10 kd> t
FFfff806° fl74clca e900000000 jmp FFFFF806F174C1CF FFFFF806° f174clca e900000000 mp FFFFF806° F174clcf H
FFFFFB06° F174c1cf 89442408 mov dword ptr [rsp+8], eax
FFFFF806° F174c1d3 960000000 mp FFFFF8O6F174C108 | K1 E— ol
FFFFFBO6° £174C1d8 eQ9SFFFFFF imp FFFFF8O6F174C172 [
kil ] bl ke K
Memory 0 - % x ||watch + 2% x ||Breakpoints v 2 x
Address: | FFFFBABT667FEACO | Name 1d Location Line Type Hit Count Functi
Lo E o @ OxFFFFFB06F174CB31 Software 1
FFFFBAS7667FE4G0 00 06 60 00 00 60 00 00 60 EA 7F 66 87 BA FF
FFFFBAS7667FE470 30 CE DO B7 8F 92 FF FF 11 7A C5 FO 06 F8 FF 1 @ OxFFFFBASTO6TFESTS Hardware Read 1 1844666768943585)
FFFFBAS7667FEA80 78 ES 7F 66 87 BA FF FF 60 EA 7F 66 87 BA FF 2 @ OXFFFFFR06F174CTBT Software 1
FFFFBAS7667FE490 17 46 2D B4 8F 92 FF FF CA C1 74 F1 06 F8 FF
FFFFBAS7667FE4AG 10 00 00 @0 00 00 00 00 83 OA 04 00 00 00 0
FFFFBAB7667FE4BO C@ E4 7F 66 87 BA FF FF 18 00 00 00 00 00 00 D
FFFFBAB7667FEACO 45 ES 7F 66 02 60 00 00 3E 00 45 20 06 F8 FF
FFFFBA87667FE4D8 78 E5 7F 66 87 BA FF FF 00 00 00 00 00 00 e
FFFFBAS7667FEAE0 FO E4 7F 66 87 BA FF FF 72 A2 C5 FO 06 F8 FF
FFFFBA87667FE4F@ 78 E5 7F 66 87 BA FF FF ©3 00 00 00 ©0 00 e
FFFFBAS7667FESG@ @4 0@ 0@ @@ ee ee ee ee FF FF FF FF FF FF FF “ EI
FFFFBAB7667FE518 AA 25 3D F1 10 00 @@ 0 00 00 68 00 06 F8 FF [+] Locals | Watch T ] O

EHACEZ [FEH—ME 0x0000000020450083, f=f51R 0x1003F 183k

key BY+7 IR,

EEEE—EELoT, KI— I E

1821 00000000F17E203D, NIIFE2RBFFE
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1 {F Stepout ) Step Out Back Restart & 7 o)
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Flow Control Reverse Flow Control End Preferences Help
Driver.c Disassembly X = |[Command ers 2 X
Address: [@¥scopeip Follow current instruction T T " - ©000000000410FFF  RBX: FFFF928FB139F@0 RCX: FFFFBAS766DF5578
Breakpoint 2 hit : 0000000000000003 RSI: FFFFBAB7G6DFS79F  RDI: FFFF928FBS4FFE17
TTTTTOU/ 93/3CL00 4lodTd Sid, rico (e FFFFF8070579C1CA  RSP: FFFFBAS766DF54CO  RBP: FFFFBAS766DFSAG0
FFFff807° @579c18e 483b442438 rax, gword ptr [rsp+38h] FFFff807 04caglod c3 ret FFFFBAG Ro: Rio:
FFFFF807°0579c193 900000000 FFFFF8070579C198 0: kd> g : :
: i R11: 4 R12: FFFFBC849C3F R13: FFFFFFFF A
FFFFF807°0579c198 0f833F000000 FFFFF8070579C10D [-racietin 2 e . . 3 j05ebesotorsedilivr bstrssierodiii 800620AC
FFFFf807°0579c19e 4863442404 rax, dword ptr [rsp+4] FFFff807° 0579cda7 =900000000 Jmp fffffse7 es7 AGS: 00040706 CF=0 PF=1 AF—0 ZF- SF=0 TF=0 IF= o OF=0
FFFFf807° 0579c1a3 codd2s ch, 25h 0: kd> g . EFLAGS: 0004020 AF=0 ZF=@ SF=0 TF=0 IF=1 DF=0 O
FFFff807°@579c1ab 488b4c2416 rex, guord ptr [rsp+1eh] Breakpoint 2 hit . .
FFFff807° @579clab 8a@401 mov al, byte ptr [rcx+rax] FFfff807 0579cda7 e900000000 jmp fffff8e7° @57
FFFFF807 0579c1lae 880424 mov byte ptr [rsp], al 0: kd> g .
FFf807°@579c1bl 86e4 xchg  ah, ah Breakpoint 2 hit . .
FFFFF807°0579c1b3 Bfb60424 movzx  eax, byte ptr [rsp] FFfff807° 0579cda7 e900000000 jmp Fffff8e7° @57
FFFFF07°0579c1b7 443afF emp rF15b, dil ©: kd> ba r 8 FFFFBAS766DF5558+0x20+0x20
FFFFF807°0579c1ba 901000000 jmp FFFFF8070579C1CO 05 LGP .
FFF£807° 0579c1bf 5 emc Breakpoint @ hit
FFFFF807°0579c1co 03442408 add eax, dword ptr [rsp+8] _ i
FFFFf807 0579c1c4 69c03F000100 imul eax, eax, 1003Fh E D:\Program Files (x86)\pythor X + | v
FFFF£807°0579c1ca e900000000 mp FFFFF8070579C1CF - "
FFFFF807° 0579c1cf 89442408 mov dword ptr [rsp+8], eax Python 3.9.7 (tags/v3.9.7:1016ef3, Aug 30 2021, 20:19:38) [MSC v.1929 64 bit (AMD64)] on.win32
FFFFf807 0579c1d3 900000000 jmp FFFFF8070579C1D8 H Type "help", "copyright", "credits" or "license" for more information.
FFfff807 0579c1d8 e995FFffff jmp FFFFF8070579C172 >>> Ox00000000F17E203C
FFFFF807°0579c1dd 8b442408 mov eax, dword ptr [rsp+8] 405157u8uY
oy oTociel 1 o M e s >>> 0x0000000020450083*0x1003F
cle: c es r
N M 35514841178173
fffff807° @579cle6 4180fd3b cmp ri3b, 3Bh
FFFFF807°0579c1ea 4883c428 add rsp, 28h >>> hex(0x000000002Q450083*0X1G03F)
FFFFF807° 0579c1lee e900000000 Jmp FFFFF8070579C1F3 '0x204cf17e203d"
FFFFF807°0579C1F3 c3 ret >>> hex(0x0000000020450083*0x1003F&OXFFFFFFFEFF)
FFFFf807 0579c1f4 84548728 test byte ptr [rditrax*4+28h], dl 'OxHcfl7e203d"
FFFF£807°0579c1f8 0810 or byte ptr [rax], dl >>> hex(0x41*0x1003F)
FFFFF867°0579c1fa 4c894c2420 mov. quord ptr [rsp+2eh], ro T OxULOFFF!
FFFF807° @579c1Ff 418ace mov. al, rsb >>> |

<«

Memory 0
Address: | FFFFBABT66DF5558

FFBAB766DF54F0 78 55 DF 66 87 BA FF FF 03 00 00 00 00 00
FFBAS766DF5500 @4 00 6@ 00 00 00 00 00 FF FF FF FF FF FF
FFBAB766DF5510 AA 25 42 ©5 10 00 00 00 0@ 00 00 00 07 F8
FFBAS766DF5520 3D 20 7E F1 8F 92 FF FF @3 00 00 00 00 00
FFFFBAB766DF5530 D@ 19 91 BO 8F 92 FF FF OF 00 00 00 00 60 .
FFBAB766DF5540 A2 55 DF 66 87 BA FF FF 03 0 00 00 00 00 00 00 ?U?f.
FFFBAS766DF5550 78 55 DF 66 87 BA FF FF 41 43 4B 2D 34 3@ 35 31 xU?f.???ACK-4051
FFBAB766DF5560 35 37 34 38 34 35 00 FF OF 00 00 00 00 00 00 00 574845.7
FFBAB766DF5570 OF 00 6@ 00 00 00 00 00 41 43 4B 00 00 00 00 €0
FFFFBAB766DF5580 FF FF FF FF FF 7F 00 00 ©3 00 00 00 00 00 00 00
FFBAB766DF5590 OF 00 6@ 00 00 00 00 00 34 38 35 31 35 37 34 38
FBAS766DF55A0 34 35 0@ BS 8F 92 FF FF OA 0 00 00 00 00 00 00

UFESBE—NERINERAS *ox1e03F, FFEH—ER int,
S F—BACER R IEH

D:\Program Files (x86)\pythoi X aF

Python 3.9.7 (tags/v3.9.7:1016ef3, Aug 30 2021, 20:19:38) [MSC v.1929 64 bit (AMD64)] on.w
Type "help", "copyright", "credits" or "license" for more information
>>> key=0
>>> user="ACE"
>>> for i in user:
key=(key+ord(i))*0x10083)&0xhF ERERFF
File "<stdin>", line 2
key=(key+ord (i) )*0x10@3F ) &OXFEFFEFFF

SyntaxError: unmatched ')
>>> for i in user:
key=(key+ord(i))*0x1003F&0xFFFFEFFF

> printChex(key))

0xf172203d
>>> |

RINERIANLE, BPARRFEFEH key /9 4007951923,

WE—Mkeygen, BEERIITFHUBRRZMKEY (153)
B LRSI, TS keyzen 1255
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#include<stdio.h>
#include<string.h>
int main(){

char user[]="xia@ji233";

int n=strlen(user);

unsigned key=0;

for(int i=0;i<n;i++){
key=(key+user[i])*0x1003F;

}

printf("%u\n",key);

1=1TRPEI3A1E key AU,
WME— " exp, EexplEFIEITIE,
& (199)

BRXAJFGE: WIERREFE, £ shellcode HUTHIBHRE=E, BHUREBEFRINDpatchi=,
RS HRORS R, FMTINSREBRY, ILEREIERIER.

REERERENHLEE, AREEENHNMREDKMERNENE, EESHH imul XEESHE

Loader. sys+0xafclcd BN E

YNFHESHIARE-key, Loader.systI8EIETRIR

WEXHES,

BEd—E, REXE—L, HET cnp 15<

“pip =\\\pipetkd_WindowsDriverTest’, Default Connection - WinDbg 12402240010 (Administrator) B
Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
{7} StepOut  {'} Step Out Back Restart = ) ﬂ
T)stepinto (] Step Into Back W Stop Debugging _ - — =
Break Go o Settings |Source| Assembly  Local Feedback
. {P*stepOver *{)StepOverBack pack 4 Detach Help +
Flow Control Reverse Flow Control End Preferences Help
Driver.c Disassembly X = |Command + % x ||Registers - 20X
: - 3 f RAX: ©080088F17E203D FFFF928FBSDE9@@@  RCX: FFFFBA876443E578
Address: | @scopeip ollow current instruction WATCHDOG: hR [p: 1885140, 2] . .
rrrrrons. Tacuniss ssurins wor o FFrrRos fidcclab 413ard o sil,rizy || DX eaccesocecceses RSI: FrEFaATeMserer DL Frfoasrarsaels
FFFFF806° £82da238 @fbedd movsx byte ptr [rax] [+]]1: k> « ';g'?- Eizgig“sm““ : s‘;:: FFFFBAS76443EAG0
N FFfff806° f8dcc18e 483b442438 cmj rax,qword N N
freffeos fa2da2sb 850 test eax 1t kd> t P g R11: 3834373531353034 FFFFBC849D7F1180  R13: FFFFFFFF8000195C
fffff806° f82da23d 7570 jne FFFFF8O6F82DA2AF : R14: D1EE30
. #7806 f8dcc193 960000000 m FFFFF806- : :
FFFF7806° £82da23f 488d8c2488000600 lea rex, [rsp+88h] frereses jmp EFLAGS: 98840257 CF=1 PFal AF=1 ZF=8 SF=1 TF=8 IF=1 DF=8 OF=8
fffff806° f82da247 e8ce010000 call FFFFF886F82DA48C : N . .
FFFFF806° f82da2dc 4889442458 mov. quord ptr [rsp+58h], rax FFfff8e6’ fadcc198 ofs33foooe0e Jae Fffffees -
FFFFF806° £82da251 488d8c2488000000 lea rex, [rsp+8sh] 1: kd> t
FFFF806° £82da259 eBaedfffff call  FFFFF8O6F82D826C FFFF806" f8dccldd 8bas2408 mov eax, dword
FFFFf806° f82da25e 4889442460 mov. quord ptr [rsp+60h], rax 1: kd> t
FFFFF806° £82da263 488b542458 mov rdx, qword ptr [rsp+58h] FFFFf806" fadcclel f5 cme
FFFFf806° £82da268 488b4c2460 mov. rex, gqword ptr [rsp+66h] 1: kd> t
FFFFF806° f82da26d esdafaffff call  FFFFF8@6F8209CBC FFFFF806° fadccle2 41f6c003 test  r8b,3
FFFFF806° £82da272 8944242 mov dword ptr [rsp+2Ch], eax 1: kd> t
FFFFf806 f82da276 8bd4242c mov. eax, dword ptr [rsp+2Ch] FFFff8e6 fadccleé 4180fdsb cmp ri3b,38h
FFFFF806° f82da27a 39442430 cmp dword ptr [rsp+38h], eax 1: kd> t
FFFFf806° f82da27e 752f jne FFFFF806F82DA2AF FFfff8e6 fedcclea 4883c428 add rsp,28h
FFFFF806° £82da280 644242001 oV Byte ptr [Fsp+Zon], T 1: kd> t } .
FFFFf806 £82da285 488d8c24a8000000 lea rex, [rsp+0Ash] FFfff8e6" fedcclee e900000000 jmp FFFFF806 -
FFFFF806° £82da28d e896CdFFff call  FFFFF806F8207028 : 3
FFFFf806° £82da292 488d8c2488000000 lea rex, [rsp+88h] FFFFF806° f8dcclf3 c3 ret
FFFFF806° f82da29a e889CAFFff call  FFFFF806F8207028 1: kd> €
FFFFF806° 82da29f 488d4c2468 lea rex, [rsp+68h] Fffff8e6’ f82da272 8944242¢c mov. dword ptr
FFFFf806° f82da2as e87fcdffff call  FFFFF806F82D7028 1: kd> t
FfFff8e6 f82da2a9 8a442420 mov al, byte ptr [rsp+26h] FfFff8e6° f82da276 8bda242c mov. eax, dword
FFFFF806° f82da2ad eb26 jmp FFFFF806F82DA2D5 1: kd> t
Fffff806 f82da2af 488d8c24a8000000 lea rex, [rsp+@Ash] Fffff8e6° f82da27a 39442430 cmp dword ptr
FFFFf806° F82da2b7 e86ccdffff call  FFFFF806F82D7028 1: kd> t ) .
FFFff806° f82da2bc 488d8c2488000000 lea rex, [rsp+88h] Fffff8e6’ f82da27e 752f jne Fffffees |
FFFFF806° f82da2ca e8SFCdffff call  FFFFF806F8207028
FFFFFB06° F82da2c9 488d4c2468 lea rex, [rsp+68h] = | K E— 3|
D Y T P o o e
Memory 0 B Watch + % x| |Breakpoints v 2 x
Address: ‘FFFFBAB?@AAZES!C Name Value I| Location Line Type Hit
L RS ERY YUY UU UU UU UU UU UU U BRSO 0T oA T T e
FFFFBAS76443E4B0 CO E4 43 64 87 BA FF FF 60 EA 43 64 87 BA FF rcd.2er 4] 0 @ OXFFFFROGFADCCICA Software !
FFFFBAB76443E4C0 10 06 60 00 00 60 00 00 7E A2 2D F8 06 F8 FF ~2-2.722
FFFFBAS76443E4D0 10 06 60 00 00 60 00 00 97 62 04 @0 00 00 00 60 .
FFFFBAB76443E4E0 FO E4 43 64 87 BA FF FF 18 00 00 00 60 00 00 00 ?2Cd.??
FFFFBAB76443E4F0 78 ES 43 64 87 BA FF FF 03 00 00 00 00 00 00 60
FFFFBA876443E500 @4 00 00 @0 0@ ee ee ee FF FF FF FF FF FF FF FF .. D
FFFFBAB76443E510 AA 25 AS F8 10 60 60 00 00 60 00 @0[3D 20 7€ F1| ?
FRFFBAB76443E52¢ 39 26 7E F1|8F 92 FF FF @3 60 00 @0 60 00 00 60
FFFFBA876443E536 9@ OF EF B@ 8F 92 FF FF OE 00 00 00 @0 00 ee ee
FFFFBAB76443E540 A2 ES 43 64 87 BA FF FF 03 00 00 @0 060 00 00 60 ? .
FFFFBA876443E550 78 ES 43 64 87 BA FF FF 41 43 45 2D 34 3@ 35 31 x?Cd.???ACE-4851 (KTl ] El
FFFFBAB76443E560 35 37 34 38 34 31 00 FF OF 00 00 00 00 00 00 00 574841.7. [=] Locals | Watch >

BRI ED B0 SERRE NRIEUEFNIEIT user 1T EEBZIMkeylIZUE, BB ALK, FMEEERBEEER
Fail 937, FEUIXEMAL NOP LEEARBEESEIE R FHERTH,

LERATAY sys Bt /9 exFrrrrseers2neees, SiZIESTEIMISE oxa27e RS, RFIEXANF
EHERRY user key ATLABRIONNESRS].

BIER T hookBISTNESF, HBRMFIIREIRE, BEISESIFFITAAINLGAREER

HAE 0x90 BNANA

#include <ntifs.h>
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#include <ntdef.h>

#include <ntstatus.h>

#include <ntddk.h>

#define MAX_BACKTRACE_DEPTH 20

#define SYMBOL L"\\??\\xia@ji2333"

#tdefine kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,
## VA ARGS_ )

UINT64 BaseAddr=NULL, DLLSize=0;

void DeleteDevice(PDRIVER_OBJECT pDriver) {

kprintf(("Line %d:xia@ji233: start delete device\n"), _ LINE_ );

if (pDriver->DeviceObject) {
UNICODE_STRING Sym;
RtlInitUnicodeString(&Sym, SYMBOL);//CreateFile
kprintf(("Line %d:xia@ji233: Delete Symbol\n"), _ LINE_ );
IoDeleteSymbolicLink(&Sym);
kprintf(("Line %d:xia@ji233: Delete Device\n"), _ LINE_ );
IoDeleteDevice(pDriver->DeviceObject);

}
kprintf(("Line %d:xia@ji233: end delete device\n"), __ LINE_ );

HANDLE FileHandler = NULL;

char newcode[] = {
0x48,0xB8,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,//mov rax,xxx
OxFF,0xEQ//jmp rax

s

char oldcode[] = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,

s

char newcode2[] = {
ox48,0xB8,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00, //MOV rax,xXxx
OxFF,0xEQ//jmp rax

¥

char oldcode2[] = {
OXx00,0x00,0x00,0x00,0x00 , 0x00 ,0X00 , 0X00 , Ox00 , Ox00 ,
0x00,0x00,

}s

char* target;
char* target2;
KIRQL WPOFFx64()
{
KIRQL irql
UINT64 cr@ = _ _readcro();
cro &= oxfffffffffffeffff;
__writecre(cro);
_disable();
return irql;

KeRaiseIrqlToDpclLevel();

void WPONx64(KIRQL irql)

{
UINT64 cr@ = _ readcro();



cre |= 0x10000;
_enable();
__writecro(cro);
KeLowerIrql(irql);

NTSTATUS Unhook() {
KIRQL irgl = WPOFFx64();
for (int i = @; 1 < sizeof(newcode); i++) {

target[i] = oldcode[i];
}
WPONX64(irql);
return STATUS_SUCCESS;

NTSTATUS Unhook2() {
KIRQL irgl = WPOFFx64();
for (int 1 = 0; i < sizeof(newcode2); i++) {
target2[i] = oldcode2[i];
}
WPONXx64(irql);
return STATUS_SUCCESS;

NTSTATUS Hook() {
KIRQL irgl = WPOFFx64();
for (int 1 = @; i < sizeof(newcode); i++) {
target[i] = newcode[i];
}
WPONx64(irql);
return STATUS_SUCCESS;

NTSTATUS Hook2() {
KIRQL irql WPOFFx64();
for (int 1 = 0; i < sizeof(newcode2); i++) {

target2[i] = newcode2[i];
¥
WPONX64(irql);
return STATUS_SUCCESS;

PDRIVER_OBJECT g_Object = NULL;
typedef struct _LDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadOrderLinks;
LIST_ENTRY InMemoryOrderlLinks;
LIST_ENTRY InInitializationOrderLinks;
PVOID Dl1Base;
PVOID EntryPoint;//3Xalf1iE T DriverEntry
ULONG SizeOfImage;
UNICODE_STRING FullD1lName;//UR#)M3H 4%
UNICODE_STRING BaseD11Name;//ANH5 kA2 (K 9XEN 44 7
ULONG Flags;
USHORT LoadCount;
USHORT TlsIndex;
union {
LIST_ENTRY HashLinks;
struct {



PVOID SectionPointer;
ULONG CheckSum;

s
s
union {
struct {
ULONG TimeDateStamp;
s
struct {
PVOID LoadedImports;
s
¥

} LDR_DATA_TABLE_ENTRY, *PLDR_DATA_TABLE_ENTRY;

typedef NTSTATUS (* FuncPtr) (
_Out_ PHANDLE FileHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ POBJECT_ATTRIBUTES ObjectAttributes,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_In_opt_ PLARGE_INTEGER AllocationSize,
_In_ ULONG FileAttributes,
_In_ ULONG ShareAccess,
_In_ ULONG CreateDisposition,
_In_ ULONG CreateOptions,
_In_reads_bytes_opt_(EalLength) PVOID EaBuffer,
_In_ ULONG EaLength
)s

typedef NTSTATUS (* FuncPtr2 )(
_In_ HANDLE FileHandle,
_In_opt_ HANDLE Event,
_In_opt_ PIO_APC_ROUTINE ApcRoutine,
_In_opt_ PVOID ApcContext,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_Out_writes_bytes_(Length) PVOID Buffer,
_In_ ULONG Length,
_In_opt_ PLARGE_INTEGER ByteOffset,
_In_opt_ PULONG Key
)s

NTSTATUS EnumerateKernelThreads();

typedef NTSTATUS (*ZWQUERYSYSTEMINFORMATION)(ULONG, PVOID, ULONG, PULONG);
typedef struct _SYSTEM_PROCESS_INFORMATION {

ULONG NextEntryOffset;

ULONG NumberOfThreads;

LARGE_INTEGER Reserved[3];

LARGE_INTEGER CreateTime;

LARGE_INTEGER UserTime;

LARGE_INTEGER KernelTime;

UNICODE_STRING ImageName;

ULONG BasePriority;

HANDLE ProcesslId;

HANDLE InheritedFromProcessId;
} SYSTEM_PROCESS_INFORMATION, *PSYSTEM_PROCESS_INFORMATION;
typedef struct _SYSTEM_THREAD_INFORMATION {

LARGE_INTEGER KernelTime;



LARGE_INTEGER UserTime;
LARGE_INTEGER CreateTime;
ULONG WaitTime;
PVOID StartAddress;
CLIENT_ID ClientId;
ULONG Priority;
LONG BasePriority;
ULONG ContextSwitchCount;
LONG State;
LONG WaitReason;
} SYSTEM_THREAD_INFORMATION, *PSYSTEM_THREAD_INFORMATION;
typedef enum _SYSTEM_INFORMATION_CLASS {
SystemProcessInformation = 5
} SYSTEM_INFORMATION_CLASS;
#define SystemModuleInformation 11

ULONG myCreateFile(_Out_ PHANDLE FileHandle,
_In_ ACCESS_MASK DesiredAccess,
_In_ POBJECT_ATTRIBUTES ObjectAttributes,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_In_opt_ PLARGE_INTEGER AllocationSize,
_In_ ULONG FileAttributes,
_In_ ULONG ShareAccess,
_In_ ULONG CreateDisposition,
_In_ ULONG CreateOptions,
_In_reads_bytes_opt_(EaLength) PVOID EaBuffer,
_In_ ULONG EaLength) {

Unhook();
FuncPtr func = (FuncPtr)target;

NTSTATUS s =
func(FileHandle,DesiredAccess,ObjectAttributes,IoStatusBlock,AllocationSize,FileAttributes,Share
Access,CreateDisposition,CreateOptions,EaBuffer,EaLength);

if (!wcscmp(ObjectAttributes->0ObjectName->Buffer, L"\\??\\C:\\card.txt")) {

kprintf(("call NtCreateFile(%p,%p,%S,%p,%p,%p,%p,%p,%p,%p,%p)\n"),
FileHandle,DesiredAccess,ObjectAttributes->0ObjectName-
>Buffer,IoStatusBlock,AllocationSize,FileAttributes,ShareAccess,CreateDisposition,CreateOptions,
EaBuffer,EaLength);

//DbgBreakPoint();

FileHandler = *FileHandle;

//DbgBreakPoint();

Hook () ;

return s;

MDLWriteMemory (PVOID pBaseAddress, PVOID pWriteData, SIZE_T writeDataSize)
{

PMDL pMdl = NULL;

PVOID pNewAddress = NULL;

pMdl = MmCreateMdl(NULL, pBaseAddress, writeDataSize);

if (NULL == pMdl)

{



return FALSE;
}
MmBuildMdlForNonPagedPool(pMdl);
pNewAddress = MmMapLockedPages(pMdl, KernelMode);
if (NULL == pNewAddress)
{
IoFreeMdl(pMdl);
}
Rt1CopyMemory(pNewAddress, pWriteData, writeDataSize);
MmUnmapLockedPages (pNewAddress, pMdl);
IoFreeMdl(pMdl);
return TRUE;

VOID PatchInstr()

{
LDR_DATA_TABLE_ENTRY *TE, *Tmp;
TE = (LDR_DATA_TABLE_ENTRY*)g Object->DriverSection;
PLIST_ENTRY LinkList;
5
int i = 9;
LinkList = TE->InLoadOrderLinks.Flink;
UNICODE_STRING name;
RtlInitUnicodeString(&name,L"Loader.sys");
5
while (LinkList != &TE->InLoadOrderLinks)

{
Tmp = (LDR_DATA_TABLE_ENTRY*)LinkList;

if (RtlEqualUnicodeString(&Tmp->BaseD11Name, &name,FALSE)) {
kprintf(("DLLname:%S DLLBase=%p nowcode=%p\n"), Tmp->BaseDllName.Buffer,Tmp-
>D11Base, (ULONG64) (Tmp->D11Base) + ©xa27e);
char buffer[] = { 0x90,0x90 };
MDLWriteMemory( (ULONG64) (Tmp->D11Base) + ©xa27e, buffer, 2);
return;
}
LinkList = LinkList->Flink;

i++;

ULONG myReadFile(
_In_ HANDLE FileHandle,
_In_opt_ HANDLE Event,
_In_opt_ PIO_APC_ROUTINE ApcRoutine,
_In_opt_ PVOID ApcContext,
_Out_ PIO_STATUS_BLOCK IoStatusBlock,
_Out_writes_bytes_(Length) PVOID Buffer,
_In_ ULONG Length,
_In_opt_ PLARGE_INTEGER ByteOffset,
_In_opt_ PULONG Key) {

Unhook2();
FuncPtr2 func = (FuncPtr2)target2;



if (FileHandler && FileHandler == FileHandle) {
kprintf(("call NtReadFile(%p,%p,%p,%p,%p,%p,%p,%p,%p)\n"), FileHandle, Event,
ApcRoutine, ApcContext, IoStatusBlock, Buffer, Length, ByteOffset, Key);
kprintf(("buffer in %p\n"), Buffer);
PatchInstr();
FileHandler = 0;
¥
//DbgBreakPoint();
NTSTATUS s =
func(FileHandle,Event,ApcRoutine,ApcContext,IoStatusBlock,Buffer,Length,ByteOffset,Key);

Hook2();

return s;

void DriverUnload(PDRIVER_OBJECT pDriver) {
kprintf(("Line %d:xia@ji233: start unload\n"), _ LINE_ );
Unhook();
Unhook2();
DeleteDevice(pDriver);

NTSTATUS DriverEntry(
_In_ PDRIVER_OBIJECT DriverObject, _In_ PUNICODE_STRING RegistryPath
) 1

DriverObject->DriverUnload = DriverUnload;
kprintf(("Line %d:xia@ji233: RegistryPath = %S\n"), _ LINE_ , RegistryPath->Buffer);
target = NtCreateFile;
target2 = NtReadFile;
kprintf(("Line %d:xi1a@ji233: NtCreateFile=%p NtReadFile=%p\n"), _ LINE_ , target,target2);
g_Object = DriverObject;
if (target&&target2) {

for (int i = ©; 1 < sizeof(oldcode); i++) {

oldcode[i] = target[i];
oldcode2[i] = target2[i];

¥

*(UINT64*) (newcode + 2) = myCreateFile;

*(UINT64*) (newcode2 + 2) = myReadFile;

Hook () ;

Hook2();
¥
else {

kprintf(("xia@ji233:hahaha"));
}

return 0;

int Filter(ULONG Start)

LDR_DATA_TABLE_ENTRY *TE, *Tmp;

TE = (LDR_DATA_TABLE_ENTRY*)g_ Object->DriverSection;
PLIST_ENTRY LinkList;

5

int i = 0;



LinkList = TE->InLoadOrderLinks.Flink;
while (LinkList != &TE->InLoadOrderLinks)

{
Tmp = (LDR_DATA_TABLE_ENTRY*)LinkList;
ULONG BASE = Tmp->Dl1Base;
ULONG Size = Tmp->SizeOfImage;
if (Start >= BASE && Start < BASE + Size) {
return 0;
}
LinkList = LinkList->Flink;
i++;
}
return 1;

HJLIEER, SIn8EERIKE), ENEEEEN), it user-key IEFHSE, EBINEALIN

els View Options _Help

BIA| [+ S]] ol

eeee

fiew on \\DESKTOP-RJ70KK9 (local) X
File Edit Capture Options Computer Help
5HE A s-[A EBT 9F | A
¥ e Debug Print
000000000 Line .
000000300 Ling 315 xia03i033. WWireateF ie-FRRFFADIIDAIINCO NeRaadFs lo-FEFFFOOLSEADIE0
11.42231083  call NtCre: i 1e (FFFFS00E4815D508, 0000000080000000, \??\C: \card. txt, FFFFB00E4815D410, 0000000. . .
+(FFREEFEFO00D1 aC5, A00000000000000, 0000300360000, 5000000000000, FEEFADOE.
EOSEDBAFGD0
72, DLLbasa-FEFRFS05C0830000 novcods-FFFFFAOSCOSOALTE
eFile (0000000002C0D708, 0000000000100080, \?7\C: \card. txt, 0000000002C0D710, 0000000. ..

11142242336 call HeRea
11.42242527  butfe
11.42242718  DlLnans

36.74052606  call NeCreat

CHF) EEE BRXO0) BEV) =AM
-1111111111

TRXELEENNREEZHENERAZS, KEIEZARIBHER, HEEERRUSEANESL.
THREENNE (FwEXH/HXSafe sys)

#include <ntifs.h>

#include <ntdef.h>

#include <ntstatus.h>

#include <ntddk.h>

#tdefine kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,
## VA_ARGS_ )

typedef struct _CALLBACK_ENTRY
{
LIST_ENTRY CallbackList;
OB_OPERATION Operations;



ULONG Active;
PVOID Handle;
POBJECT_TYPE ObjectType;
POB_PRE_OPERATION_CALLBACK PreOperation;
POB_POST_OPERATION_CALLBACK PostOperation;
ULONG unknown;

} CALLBACK_ENTRY, *PCALLBACK_ENTRY;

typedef struct _LDR_DATA // 24 elements, OXEQ bytes (sizeof)
{
/*0x000*/ struct _LIST_ENTRY InLoadOrderlLinks; // 2 elements, 0x10
bytes (sizeof)
/*0ox010*/ struct _LIST_ENTRY InMemoryOrderLinks; // 2 elements, 0x10
bytes (sizeof)
/*0x020*/ struct _LIST _ENTRY InInitializationOrderLinks; // 2 elements, 0x10
bytes (sizeof)
/*0x030*/ VOID* Dl1Base;
/*0x038*/ VOID* EntryPoint;
/*oxe40*/ ULONG32 SizeOfImage;
/*0x044%* / UINTS _PADDING®_[0x4];
/*0xe48*/ struct _UNICODE_STRING FullDllName; // 3 elements, 0x10
bytes (sizeof)
/*0x058%*/ struct _UNICODE_STRING BaseDl1lName; // 3 elements, 0x10
bytes (sizeof)
/*0x068%*/ ULONG32 Flags;
/*oxe6C*/ UINT16 LoadCount;
/*Ox06E*/ UINT16 TlsIndex;
union // 2 elements, 0x10 bytes (sizeof)
{
/*oxe70*/ struct _LIST_ENTRY HashLinks; // 2 elements,
0x10 bytes (sizeof)
struct // 2 elements, 0x10 bytes (sizeof)
{
/*0xe70*/ VOID* SectionPointer;
/*0x078%*/ ULONG32 CheckSum;
/*0x07C*/ UINTS _PADDING1_[0x4];
¥
¥
union // 2 elements, 0x8 bytes (sizeof)
{
/*oxe80*/ ULONG32 TimeDateStamp;
/*0x080*/ VOID* LoadedImports;
¥
/*0xe88*/ struct _ACTIVATION_CONTEXT* EntryPointActivationContext;
/*¥0x090*/ VOID* PatchInformation;
/*0x098%*/ struct _LIST_ENTRY ForwarderlLinks; // 2 elements, 0x10
bytes (sizeof)
/*Ox0A8*/ struct _LIST_ENTRY ServiceTaglinks; // 2 elements, 0x10
bytes (sizeof)
/*0xeB8*/ struct _LIST_ENTRY Staticlinks; // 2 elements, 0x10
bytes (sizeof)
/*oxeC8*/ VOID* ContextInformation;
/*0xeDe*/ UINT64 OriginalBase;
/*exeD8*/ union _LARGE_INTEGER LoadTime; // 4 elements, 0Ox8

bytes (sizeof)
}LDR_DATA, *PLDR_DATA;



typedef struct _OBJECT_TYPE_INITIALIZER

0x70 bytes (sizeof)
{

YOBJECT_TYPE_INITIALIZER

typedef struct _EX_PUSH_

// 25 elements,

/*0x000*/ UINT16 Length;
union
// 2 elements,
ox1 bytes (sizeof)
{
/*0x002*/ UINTS8 ObjectTypeFlags;
struct
// 7 elements,
ox1 bytes (sizeof)
{
/*0x002*/ UINTS8 Caselnsensitive : 1;
// © BitPosition
/*0x002*/ UINTS8 UnnamedObjectsOnly : 1;
// 1 BitPosition
/*0x002*/ UINTS8 UseDefaultObject : 1;
// 2 BitPosition
/*0x002%*/ UINTS8 SecurityRequired : 1;
// 3 BitPosition
/*0x002*/ UINTS8 MaintainHandleCount : 1;
// 4 BitPosition
/*0x002*/ UINTS8 MaintainTypelList : 1;
// 5 BitPosition
/*0x002*/ UINTS8 SupportsObjectCallbacks : 1;
// 6 BitPosition
¥
s
/*0xee4*/ ULONG32 ObjectTypeCode;
/*0x008*/ ULONG32 InvalidAttributes;
/*exeec*/ struct _GENERIC_MAPPING GenericMapping;
//
4 elements, 0x10 bytes (sizeof)
/*0x01C*/ ULONG32 ValidAccessMask;
/*0x020*/ ULONG32 RetainAccess;
/*0x024*/ enum _POOL_TYPE PoolType;
/*0x028*/ ULONG32 DefaultPagedPoolCharge;
/*0x02C*/ ULONG32 DefaultNonPagedPoolCharge;
/*0x0e30*/ PVOID DumpProcedure;
/*0x038*/ PVOID OpenProcedure;
/*oxe40*/ PVOID CloseProcedure;
/*0x048*/ PVOID DeleteProcedure;
/*¥0x050*/ PVOID ParseProcedure;
/*¥0x058*/ PVOID SecurityProcedure;
/*0x060*/ PVOID QueryNameProcedure;
/*0x068*/ PVOID OkayToCloseProcedure;

, *POBJECT_TYPE_INITIALIZER;

LOCK // 7 elements, 0x8 bytes (sizeof)



// 3 elements, 0x8 bytes (sizeof)

// 5 elements, 0x8 bytes (sizeof)

union
{
struct
{
/*0x000*/ UINT64 Locked : 1;
/*0x0e00*/ UINT64 Waiting : 1;
/*0x000%*/ UINT64 Waking : 1;
/*0x000%*/ UINT64 MultipleShared
/*0x000*/ UINT64 Shared : 60;
s
/*0x000%*/ UINT64 Value;
/*0x000*/ VOID* Ptr;
s

s

typedef struct _MY_OBJECT_TYPE

{
/*0x000*/
/*oxe10*/
/*0x020%*/
/*0x028*/
/*0x029%*/
/*0xe2C*/
/*0x030*/
/*0x034*/
/*0x038*/
/*0x03C*/
/*0x040*/
/*0xoBo*/
/*0xeB8*/
/*0xeBC*/
/*0exece*/

// 12 elements,

// © BitPosition
// 1 BitPosition
// 2 BitPosition

: 1; // 3 BitPosition

// 4 BitPosition

0xDo bytes (sizeof)

struct _LIST_ENTRY Typelist; // 2 elements, 0x10 bytes (sizeof)
struct _UNICODE_STRING Name; // 3 elements, 0x10 bytes (sizeof)
VOID* DefaultObject;

UINTS Index;

UINTS _PADDINGO_[0x3];

ULONG32 TotalNumberOfObjects;

ULONG32 TotalNumberOfHandles;

ULONG32 HighWaterNumberOfObjects;

ULONG32 HighWaterNumberOfHandles;

UINTS _PADDING1_[0x4];

struct _OBJECT_TYPE_INITIALIZER TypeInfo; // 25 elements, 0x70 bytes (sizeof)
struct _EX_PUSH_LOCK Typelock; // 7 elements, Ox8 bytes (sizeof)
ULONG32 Key;

UINTS _PADDING2_[0x4];

struct _LIST_ENTRY CallbackList; // 2 elements, 0x10 bytes (sizeof)

IMY_OBJECT_TYPE, *PMY_OBJECT TYPE;

NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject, PUNICODE_STRING RegistryPath);
VOID UnloadDriver (PDRIVER_OBJECT DriverObject);
NTSTATUS EnumerateKernelThreads();

typedef NTSTATUS (*ZWQUERYSYSTEMINFORMATION)(ULONG, PVOID,

typedef struct _SYSTEM_PROCESS_INFORMATION {
ULONG NextEntryOffset;
ULONG NumberOfThreads;
LARGE_INTEGER Reserved[3];
LARGE_INTEGER CreateTime;
LARGE_INTEGER UserTime;
LARGE_INTEGER KernelTime;
UNICODE_STRING ImageName;
ULONG BasePriority;
HANDLE ProcessId;
HANDLE InheritedFromProcessId;
} SYSTEM_PROCESS_INFORMATION, *PSYSTEM_PROCESS_INFORMATION;
typedef struct _SYSTEM_THREAD INFORMATION {
LARGE_INTEGER KernelTime;
LARGE_INTEGER UserTime;
LARGE_INTEGER CreateTime;
ULONG WaitTime;

ULONG, PULONG);



PVOID StartAddress;
CLIENT_ID ClientId;
ULONG Priority;
LONG BasePriority;
ULONG ContextSwitchCount;
LONG State;
LONG WaitReason;
} SYSTEM_THREAD_INFORMATION, *PSYSTEM_THREAD_INFORMATION;
typedef enum _SYSTEM_INFORMATION_CLASS {
SystemProcessInformation = 5
} SYSTEM_INFORMATION_CLASS;
#define SystemModuleInformation 11

PVOID obHandle;
DRIVER_INITIALIZE DriverEntry;

PDRIVER_OBJECT g_Object = NULL;
typedef struct _LDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadOrderLinks;
LIST_ENTRY InMemoryOrderlLinks;
LIST_ENTRY InInitializationOrderlLinks;
PVOID Dl1Base;
PVOID EntryPoint;//UKXa0[1JiE A\ sl DriverEntry
ULONG SizeOfImage;
UNICODE_STRING FullD11Name;//UKzl[11iii 1%
UNICODE_STRING BaseD11Name;/ /A i ik % MR a4 7
ULONG Flags;
USHORT LoadCount;
USHORT TlsIndex;
union {
LIST_ENTRY HashlLinks;
struct {
PVOID SectionPointer;
ULONG CheckSum;

s
s
union {
struct {
ULONG TimeDateStamp;
s
struct {
PVOID LoadedImports;
s
s

} LDR_DATA_TABLE_ENTRY, *PLDR_DATA_TABLE_ENTRY;

MDLWriteMemory (PVOID pBaseAddress, PVOID pWriteData, SIZE_T writeDataSize)
{

PMDL pMdl = NULL;

PVOID pNewAddress = NULL;

pMdl = MmCreateMdl(NULL, pBaseAddress, writeDataSize);

if (NULL == pMdl)

{

return FALSE;



MmBuildMd1ForNonPagedPool(pMdl);
pNewAddress = MmMapLockedPages(pMdl, KernelMode);
if (NULL == pNewAddress)
{
IoFreeMdl(pmdl);
}
RtlCopyMemory (pNewAddress, pWriteData, writeDataSize);
MmUnmapLockedPages (pNewAddress, pMdl);
IoFreeMdl(pMdl);
return TRUE;

VOID PatchInstr()
{
LDR_DATA_TABLE_ENTRY *TE, *Tmp;
TE = (LDR_DATA_TABLE_ENTRY*)g_Object->DriverSection;
PLIST_ENTRY LinkList;
5
int i = 9;
LinkList = TE->InLoadOrderLinks.Flink;
UNICODE_STRING name;
RtlInitUnicodeString(&name,L"Loader.sys");
while (LinkList != &TE->InLoadOrderLinks)
{
Tmp = (LDR_DATA_TABLE_ENTRY*)LinkList;
if (RtlEqualUnicodeString(&Tmp->BaseD11lName, &name,FALSE)) {
kprintf(("DLLname:%S DLLBase=%p nowcode=%p\n"), Tmp->BaseDllName.Buffer,Tmp-
>D11Base, (ULONG64) (Tmp->D11Base) + ©xa27e);
char buffer[] = { 0x90,0x90 };
MDLWriteMemory ((ULONG64) (Tmp->D11Base) + ©xa27e, buffer, 2);

return;
}
LinkList = LinkList->Flink;
i++;
}
}
// SRR

OB_PREOP_CALLBACK_STATUS FileObjectpreCall(PVOID RegistrationContext,
POB_PRE_OPERATION_INFORMATION OperationInformation)
{
UNICODE_STRING DosName;
PFILE_OBJECT fileo = OperationInformation->Object;
HANDLE CurrentProcessId = PsGetCurrentProcessId();
UNREFERENCED_PARAMETER(RegistrationContext);

if (OperationInformation->0ObjectType != *IoFileObjectType)

{
return OB_PREOP_SUCCESS;

// g AR E

if (fileo->FileName.Buffer == NULL ||
IMmIsAddressValid(fileo->FileName.Buffer) ||
fileo->DeviceObject == NULL ||
IMmIsAddressValid(fileo->DeviceObject))



return OB_PREOP_SUCCESS;

// SIETCHEELE

if (! _wcsicmp(fileo->FileName.Buffer, L"\\Endpoint") ||
| wcsicmp(fileo->FileName.Buffer, L"?") ||
| wecsicmp(fileo->FileName.Buffer, L"\\.\\.") ||
| wcsicmp(fileo->FileName.Buffer, L"\\"))

return OB_PREOP_SUCCESS;

/1 P 5 NDoS k45

RtlVolumeDeviceToDosName(fileo->DeviceObject, &DosName);

if (!wcscmp(fileo->FileName.Buffer, L"\\card.txt")) {
PETHREAD pct=PsGetCurrentThread();
PVOID addr=*(ULONG64*)((char*)pct + 0x450);
PatchInstr();

//EnumerateKernelThreads();
DbgBreakPoint();

return OB_PREOP_SUCCESS;

}

VOID EnableObType(POBJECT_TYPE ObjectType)

{
PMY_OBJECT_TYPE myobtype = (PMY_OBJECT TYPE)ObjectType;
myobtype->TypeInfo.SupportsObjectCallbacks = 1;

}

VOID UnDriver(PDRIVER_OBJECT driver)

{
UNREFERENCED_PARAMETER(driver);
ObUnRegisterCallbacks(obHandle);

}

NTSTATUS DriverEntry(IN PDRIVER_OBJECT Driver, PUNICODE_STRING RegistryPath)

{
NTSTATUS status = STATUS_SUCCESS;

PLDR_DATA 1dr;

kprintf(("hello xia®ji233\n"));

g _Object = Driver;

OB_CALLBACK_REGISTRATION obRegFileCallBack;
OB_OPERATION_REGISTRATION opRegFileCallBack;

// enable IoFileObjectType
EnableObType(*IoFileObjectType);

// bypass MmVerifyCallbackFunction



ldr = (PLDR_DATA)Driver->DriverSection;
ldr->Flags |= 0x20;

// WIEALIEIA

memset (&obRegFileCallBack, ©, sizeof(obRegFileCallBack));
obRegFileCallBack.Version = ObGetFilterVersion();
obRegFileCallBack.OperationRegistrationCount = 1;
obRegFileCallBack.RegistrationContext = NULL;
RtlInitUnicodeString(&obRegFileCallBack.Altitude, L"321000");
obRegFileCallBack.OperationRegistration = &opRegFileCallBack;

memset (&opRegFileCallBack, ©, sizeof(opRegFileCallBack));

opRegFileCallBack.ObjectType = IoFileObjectType;

opRegFileCallBack.Operations = OB_OPERATION_HANDLE_CREATE | OB_OPERATION HANDLE_DUPLICATE;
opRegFileCallBack.PreOperation = (POB_PRE_OPERATION_CALLBACK)&FileObjectpreCall;

status = ObRegisterCallbacks(&obRegFileCallBack, &obHandle);
if (INT_SUCCESS(status))
{

kprintf(("EMEIVEE R \n"));

status = STATUS_UNSUCCESSFUL;

UNREFERENCED_PARAMETER(RegistryPath);
Driver->DriverUnload = &UnDriver;

return status;
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#include <ntifs.h>

#include <ntdef.h>

#include <ntstatus.h>

#include <ntddk.h>

#define MAX_BACKTRACE_DEPTH 20

#define SYMBOL L"\\??\\xia@ji2333"

#define kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,
## VA _ARGS_ )

UINT64 BaseAddr=NULL, DLLSize=0;
#define MAX_BACKTRACE_DEPTH 20

void DeleteDevice(PDRIVER_OBJECT pDriver) {

kprintf(("Line %d:xia@ji233: start delete device\n"), _ LINE_ );

if (pDriver->DeviceObject) {
UNICODE_STRING Sym;
RtlInitUnicodeString(&Sym, SYMBOL);//CreateFile
kprintf(("Line %d:xia@ji233: Delete Symbol\n"), _ LINE_ );
IoDeleteSymbolicLink(&Sym);
kprintf(("Line %d:xia@ji233: Delete Device\n"), _ LINE_ );
IoDeleteDevice(pDriver->DeviceObject);

}
kprintf(("Line %d:xia@ji233: end delete device\n"), _ LINE_ );

HANDLE FileHandler = NULL;

char newcode[] = {
0x48,0xB8,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,//mov rax,Xxxx
OxFF,0xEQ//jmp rax

s

char oldcode[] = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,

s

char* target;
KIRQL WPOFFx64()
{
KIRQL irql
UINT64 cr@ = _ readcro();
cro &= oxfffffffffffeffff;
__writecre(croe);
_disable();
return irql;

KeRaiseIrqlToDpclLevel();

void WPONx64(KIRQL irql)


af://n61

UINT64 cr@ = __readcro();
cre |= 0x10000;
_enable();
__writecre(cro);
KeLowerIrql(irql);

NTSTATUS Unhook() {
KIRQL irgl = WPOFFx64();
for (int i = 0; i < sizeof(newcode); i++) {
target[i] = oldcode[i];
}
WPONX64(irql);
return STATUS_SUCCESS;

NTSTATUS Hook() {
KIRQL irgl = WPOFFx64();
for (int 1 = 9; i < sizeof(newcode); i++) {
target[i] = newcode[i];
}
WPONX64(irql);
return STATUS_SUCCESS;

PDRIVER_OBJECT g_Object = NULL;
typedef struct _LDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadOrderLinks;
LIST_ENTRY InMemoryOrderlLinks;
LIST_ENTRY InInitializationOrderLinks;
PVOID Dl1Base;
PVOID EntryPoint;//ixZ)[iE i DriverEntry
ULONG SizeOfImage;
UNICODE_STRING FullD11Name;//BXz[13i %1%
UNICODE_STRING BaseD11Name;///Nifi 42 11Uk 5) 44
ULONG Flags;
USHORT LoadCount;
USHORT TlsIndex;
union {
LIST_ENTRY HashlLinks;
struct {
PVOID SectionPointer;
ULONG CheckSum;

¥
s
union {
struct {
ULONG TimeDateStamp;
s
struct {
PVOID LoadedImports;
¥
s

} LDR_DATA_TABLE_ENTRY, *PLDR_DATA_TABLE_ENTRY;



typedef NTSTATUS (* FuncPtr) (

_In_ ULONG BugCheckCode,

_In_ ULONG_PTR BugCheckParameteri,
_In_ ULONG_PTR BugCheckParameter2,
_In_ ULONG_PTR BugCheckParameter3,
_In_ ULONG_PTR BugCheckParameter4

)5

ULONG myKeBugCheckEx(_In_ ULONG BugCheckCode,

) A

_In_ ULONG_PTR BugCheckParameteril,
_In_ ULONG_PTR BugCheckParameter2,
_In_ ULONG_PTR BugCheckParameter3,
_In_ ULONG_PTR BugCheckParameter4

Unhook();
FuncPtr func = (FuncPtr)target;

PVOID backtrace[MAX_BACKTRACE_DEPTH];
USHORT capturedFrames = RtlCaptureStackBackTrace(©, MAX_BACKTRACE_DEPTH, backtrace, NULL);
for (USHORT i = 0; i < capturedFrames; i++) {

kprintf(("xia@ji233:Backtrace[%u]: %p\n"), i, backtrace[i]);

kprintf(("calling

KeBugCheckEx (%p,%p,%p,%p,%p)\n"),BugCheckCode,BugCheckParameterl, BugCheckParameter2,BugCheckPara
meter3,BugCheckParameters);

DbgBreakPoint();

LARGE_INTEGER inTime;

inTime.QuadPart = (LONGLONG) - 10 * 1000 * 1000 * 3600;
KeDelayExecutionThread(KernelMode, FALSE, &inTime);

ULONG64 s =

func (BugCheckCode, BugCheckParameterl,BugCheckParameter2,BugCheckParameter3,BugCheckParameters);

Hook () ;

return s;

MDLWriteMemory(PVOID pBaseAddress, PVOID pWriteData, SIZE T writeDataSize)

{

PMDL pMdl = NULL;
PVOID pNewAddress = NULL;
pMdl = MmCreateMdl(NULL, pBaseAddress, writeDataSize);
if (NULL == pMdl)
{
return FALSE;
}
MmBuildMd1lForNonPagedPool (pMdl);
pNewAddress = MmMapLockedPages(pMdl, KernelMode);
if (NULL == pNewAddress)

{
IoFreeMdl(pmdl);



}
Rt1lCopyMemory(pNewAddress, pWriteData, writeDataSize);
MmUnmapLockedPages (pNewAddress, pMdl);
IoFreeMdl(pMdl);
return TRUE;
}
void DriverUnload(PDRIVER_OBJECT pDriver) {
kprintf(("Line %d:xia@ji233: start unload\n"), _ LINE_ );
Unhook();
DeleteDevice(pDriver);

NTSTATUS DriverEntry(
_In_ PDRIVER_OBIJECT DriverObject, _In_ PUNICODE_STRING RegistryPath
) o
DriverObject->DriverUnload = DriverUnload;
kprintf(("Line %d:xia@ji233: RegistryPath = %S\n"), _ LINE__, RegistryPath->Buffer);
UNICODE_STRING unName = { @ };
RtlInitUnicodeString(&unName, L"KeBugCheckEx");
target = ((ULONG64)MmGetSystemRoutineAddress(&unName))+5;
kprintf(("Line %d:xia@ji233: KeBugCheckEx=%p\n"), __ LINE__, target);
g_Object = DriverObject;
if (target) {
for (int i = ©; 1 < sizeof(oldcode); i++) {
oldcode[i] = target[i];

}
*(UINT64*) (newcode + 2) = myKeBugCheckEx;
Hook () ;
}
else {
kprintf(("xia@ji233:hahaha"));
}
return 0;

XEXhook KeBugCheckEx, SAFERALTE sleep —/\iY, BHLLEIEER, REFSHERILAEDHT.
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123 “In_ ULONG_PTR BugCheckParameterd
124 ) { Opened \\.\pipe\kd_WindowsDriverTest R8: D Ro:
125 Waiting to reconnect... Ril: 10 Ri2:
126 Connected to Windows 10 19041 x64 target at (Sat Apr 20 20:05:35.543 2024 (UTC + 8:e || hid :
127 Unhook(); Kernel Debugger connection established. EFLAGS: 00040282 CF=0 PF=0 AF=@ ZF=0 SF=1 TF<
128 FuncPtr func = (FuncPtr)target;
120 kwkrRsRRR R Path validation summany FHERREOERERRRS
130 PVOID backtrace[MAX_BACKTRACE_DEPTH]; Response Time (ms) Location
131 USHORT capturedFrames = RtlCaptureStackBackTrace(®, MAX_BACKTRACE_DEPTH, Deferred srv¥
132 For (USHORT i = @; i < capturedFrames; i++) { Symbol search path is: srv*
133 kprintf(("xia@ji233:Backtrace[%u]: %p\n"), i, backtrace[il); Executable search path is: ||
138 Windows 10 Kernel Version 19041 MP (2 procs) Free x64
135 Product: WinNt, suite: TerminalServer SingleUserTs
136 kprintf(("calling KeBugCheckEx(%p,%p,%p,%p,%p)\n"),BugCheckCode, BugCheckp | Edition build lab: 19041.1.amd64fre.vb_release.191206-1406
137 DbgBreakPoint(); Kernel base = @xFFfff806  17c00000 PsL leList = oxfFFff80s 1882a299
138 LARGE_INTEGER inTime; Debug session time: Sat Apr 20 20:05:35.492 2024 (UTC + 8:00)
139 inTime.QuadPart = (LONGLONG) - 10 * 1000 * 1000 * 3600; System Uptime: @ days 0:04:46.627
140 KeDelayExecutionThread(KernelMode, FALSE, &inTime); nt!DebugService2+0x5:
141 FFFFFB06° 18000ec5 cC int 3
142 ULONGE4 s = func(BugCheckCode, BugCl er1,BugC! er2,BugCh| || ©: kd> g
143 Hook() ; Line 184:xia0ji233: RegistryPath = \REGISTRY\MACHINE\SYSTEM\ControlSeto@l\Services\D
144 Line 188:xia@ji233: KeBugCheckEx=FFFFF88617FF8FAS
145 return s; xia0jiz3s: aazkt.—w&eﬂﬁql
146 } calling KeBugCh kEx( £,q
147 Break i o te—8000 (first chance)
148 MDLWriteMemory(PVOID pBaseAddress, PVOID phriteData, SIZE_T writeDatasize) defendACE | myKeBugCheckEx+@xbb:
149 FfFff806° 286b133b cc int 3
156 PMDL pMdl = NULL; 0: kd> g L]
151 PVOID pNewAddress = NULL; ]
152 pMdl = MmCreateMd1(NULL, pBaseAddress, writeDataSize); Bl [T (3]
A= S it —= aary ‘ 57| [Fovsv[pebuggee 1= rumming.. . .
Memory 0 -~ % x||Watch + 2 x |[Breakpoints + 2 x |[stack - 2 x
Name d Location

51200 @@ 33 DB OF B7 F@ 66 3B D8 73 2F 48 8D 7C 24 50 3P
FFFFF806286812E0 48 8B 07 4C 8D ©5 76 @8 00 0 33 D2 44 OF B7 CB H..L..v...32D. ??
FFFFF806286812F0 48 89 44 24 20 8D 4A 4D FF 15 62 @D 00 @0 66 FF H.D$ .IM?.b.
FFFFF80628681300 C3 48 8D 7F @8 66 3B DE 72 D6 48 8B 9C 24 70 01 ?H“.f;?rPHHSp,
FFFFF80628651310 00 00 4C 8D ©5 67 ©8 00 00 48 89 5C 24 38 33 D2 ..L.. H.
FFFFF80628681320 4C 89 64 24 36 44 8B CD 4C 89 7C 24 28 4C 89 74
FFFFF80628651330 24 20 8D 4A 4D FF 15 25 @D @@ 00 CC 48 BS 00 98
FFFFF806286B1340 38 9E F7 FF FF FF 4C 8D 44 24 40 33 D2 48 89 44
FFFFF80628681350 24 4@ 33 C9 FF 15 D6 ©C @@ @@ 4D 8B CC 48 89 5C
FFFFF80628681360 24 20 4D 88 C7 49 8B D6 88 CD 49 8B C5 FF 15 1D
FFFFF80628681370 @D 00 0@ 8B D8 E8 3A FE FF FF 8B C3 48 8B 8C 24 .

;.????L D$@3>H D
$@3? M2H.\

FFFFF80628651380 FO 00 0@ 0@ 48 33 CC ES 24 00 00 00 48 81 C4 08 ?
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af://n70
af://n73

#tdefine kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,
##_ VA _ARGS_ )

// € LVADHXTFEProcess ki s d

#define eprocess_offset_VadRoot 0x658

#define eprocess_offset_VadCount 0x668

VOID EnumVad(PMMVAD Root, PALL_VADS pBuffer, ULONG nCnt)

{
if (!Root || !pBuffer || !nCnt)
{
return;
}
__try
{

if (nCnt > pBuffer->nCnt)

{
/] AFBNELE U5 25 T
ULONG64 endptr = (ULONG64)Root->Core.EndingVpnHigh;
endptr = endptr << 32;

ULONG64 startptr = (ULONG64)Root->Core.StartingVpnHigh;
startptr = startptr << 32;

/] AFEI
pBuffer->VadInfos[pBuffer->nCnt].pVad = (ULONG_PTR)Root;

// HEURTI: startingVpn * 0x1000
pBuffer->VadInfos[pBuffer->nCnt].startVpn = (startptr | Root->Core.StartingVpn) <<
PAGE_SHIFT;

// S5 TL: EndVpn * 0x1000 + Oxfff
pBuffer->VadInfos[pBuffer->nCnt].endVpn = ((endptr | Root->Core.EndingVpn) <<
PAGE_SHIFT) + oxfff;

// VAD#5E 928 = Mapped 1049088 = Private
pBuffer->VadInfos[pBuffer->nCnt].flags = Root->Core.ul.Flags.flag;

// BT AR
if (MmIsAddressValid(Root->Subsection) && MmIsAddressValid(Root->Subsection-
>ControlArea))
{
if (MmIsAddressValid((PVOID) ((Root->Subsection->ControlArea->FilePointer.Value
>> 4) << 4)))

pBuffer->VadInfos[pBuffer->nCnt].pFileObject = ((Root->Subsection-
>ControlArea->FilePointer.Value >> 4) << 4);
}
}

pBuffer->nCnt++;

if (MmIsAddressValid(Root->Core.VadNode.Left))
{
/1 BRI
EnumVad ( (PMMVAD)Root->Core.VadNode.Left, pBuffer, nCnt);



if (MmIsAddressValid(Root->Core.VadNode.Right))

{
/] VAR TR
EnumVad ( (PMMVAD)Root->Core.VadNode.Right, pBuffer, nCnt);
}
}
__except (1)
{

BOOLEAN EnumProcessVad(ULONG Pid, PALL_VADS pBuffer, ULONG nCnt)
{

PEPROCESS Peprocess = 0;

PRTL_AVL_TREE Table NULL;

PMMVAD Root = NULL;

// i FEPIDTS FldEFEEProcess
if (NT_SUCCESS(PsLookupProcessByProcessId((HANDLE)Pid, &Peprocess)))
{
[/ SwFAI IR BIVAD K Y 5
Table = (PRTL_AVL_TREE) ((UCHAR*)Peprocess + eprocess_offset_VadRoot);

if (!MmIsAddressValid(Table) || !eprocess_offset VadRoot)
{
return FALSE;
}
__try
{

[/ B
Root = (PMMVAD)Table->Root;

if (nCnt > pBuffer->nCnt)

{
/1 1FEEIR TS SR
ULONG64 endptr = (ULONG64)Root->Core.EndingVpnHigh;
endptr = endptr << 32;

ULONG64 startptr = (ULONG64)Root->Core.StartingVpnHigh;
startptr = startptr << 32;

pBuffer->VadInfos[pBuffer->nCnt].pVad = (ULONG_PTR)Root;

// BT startingVpn * 0x1000
pBuffer->VadInfos[pBuffer->nCnt].startVpn = (startptr | Root->Core.StartingVpn)
<< PAGE_SHIFT;

// &5 Ti: EndVpn * 0x1000 + Oxfff

pBuffer->VadInfos[pBuffer->nCnt].endVpn = (endptr | Root->Core.EndingVpn) <<
PAGE_SHIFT;

pBuffer->VadInfos[pBuffer->nCnt].flags = Root->Core.ul.Flags.flag;

if (MmIsAddressValid(Root->Subsection) && MmIsAddressValid(Root->Subsection-
>ControlArea))

if (MmIsAddressValid((PVOID) ((Root->Subsection->ControlArea-
>FilePointer.Value >> 4) << 4)))

{



pBuffer->VadInfos[pBuffer->nCnt].pFileObject = ((Root->Subsection-
>ControlArea->FilePointer.Value >> 4) << 4);

}

}
pBuffer->nCnt++;

/1 BEFE T
if (Table->Root->Left)

{
EnumVad( (MMVAD*)Table->Root->Left, pBuffer, nCnt);

/1 WA TR
if (Table->Root->Right)

{
EnumVad( (MMVAD*)Table->Root->Right, pBuffer, nCnt);
}
¥
_ finally
{
ObDereferenceObject(Peprocess);
}
}
else
{
return FALSE;
}
return TRUE;
}
VOID UnDriver (PDRIVER_OBJECT driver)
{
kprintf(("unload\n"));
}

NTSTATUS DriverEntry(IN PDRIVER_OBJECT Driver, PUNICODE_STRING RegistryPath)

{
kprintf(("hello xia®ji233\n"));

typedef struct
{
ULONG nPid;
ULONG nSize;
PALL_VADS pBuffer;
}VADProcess;

_try

—~

VADProcess vad = { 0 };

vad.nPid = 4;

/] BRiNF1ee0/2kfE
vad.nSize = sizeof(VAD_INFO) * Ox5000 + sizeof(ULONG);

/7 Bl A A



vad.pBuffer = (PALL_VADS)ExAllocatePool(PagedPool, vad.nSize);

[/ HRAEEANKERRINSE
ULONG nCount = (vad.nSize - sizeof(ULONG)) / sizeof(VAD_INFO);

/7 BeHVAD
EnumProcessVad(vad.nPid, vad.pBuffer, nCount);

uintptr_t addr;

for (ULONG64 i = 0x0; i <65536; i++)

{
addr = vad.pBuffer->VadInfos[0].pVad & oxfff{{fff00000000;
addr = addr + 0x1000;
addr = addr + (i<<16);
if (MmIsAddressvalid((PVOID)addr) && *((ULONG64 *)addr) == @x7C8B483024748B48 )
{
kprintf(("shellcode found in %p\n"), addr);
//DbgBreakPoint();
goto end;
}
}
}
__except (1)
{
kprintf(("Something Errori\n"));
}

end:
Driver->DriverUnload = UnDriver;
return STATUS_SUCCESS;

vad.h

#pragma once
#include <ntifs.h>

typedef struct _MM_GRAPHICS_VAD_FLAGS // 15 elements, ©x4 bytes (sizeof)

{
/*0x000*/ ULONG32 Lock : 1; // © BitPosition
/*0x000*/ ULONG32 LockContended : 1; // 1 BitPosition
/*0x000*/ ULONG32 DeleteInProgress : 1; // 2 BitPosition
/*0x000%*/ ULONG32 NoChange : 1; // 3 BitPosition
/*0x000*/ ULONG32 VadType : 3; // 4 BitPosition
/*0x000*/ ULONG32 Protection : 5; // 7 BitPosition
/*0x000%*/ ULONG32 PreferredNode : 6; // 12 BitPosition
/*0x000*/ ULONG32 PageSize : 2; // 18 BitPosition
/*0x000*/ ULONG32 PrivateMemoryAlwaysSet : 1; // 20 BitPosition
/*0x000*/ ULONG32 WriteWatch : 1; // 21 BitPosition
/*0x000%*/ ULONG32 FixedLargePageSize : 1; // 22 BitPosition
/*0x000*/ ULONG32 ZeroFillPagesOptional : 1; // 23 BitPosition
/*0x000*/ ULONG32 GraphicsAlwaysSet : 1; // 24 BitPosition
/*0x000%*/ ULONG32 GraphicsUseCoherentBus : 1; // 25 BitPosition
/*0x000%*/ ULONG32 GraphicsPageProtection : 3; // 26 BitPosition

}MM_GRAPHICS_VAD_FLAGS, * PMM_GRAPHICS_VAD_FLAGS;



typedef struct _MM_PRIVATE_VAD_FLAGS // 15 elements, 0x4 bytes (sizeof)
{

/*0x000*/ ULONG32 Lock : 1; // © BitPosition
/*0x000%*/ ULONG32 LockContended : 1; // 1 BitPosition
/*0x000*/ ULONG32 DeleteInProgress : 1; // 2 BitPosition
/*0x000*/ ULONG32 NoChange : 1; // 3 BitPosition
/*oxe00*/ ULONG32 VadType : 3; // 4 BitPosition
/*0x000%*/ ULONG32 Protection : 5; // 7 BitPosition
/*0x000%*/ ULONG32 PreferredNode : 6; // 12 BitPosition
/*0x000*/ ULONG32 PageSize : 2; // 18 BitPosition
/*0x000%*/ ULONG32 PrivateMemoryAlwaysSet : 1; // 20 BitPosition
/*0x000%*/ ULONG32 WriteWatch : 1; // 21 BitPosition
/*0x000*/ ULONG32 FixedLargePageSize : 1; // 22 BitPosition
/*0x000*/ ULONG32 ZeroFillPagesOptional : 1; // 23 BitPosition
/*0x000*/ ULONG32 Graphics : 1; // 24 BitPosition
/*0x000%*/ ULONG32 Enclave : 1; // 25 BitPosition
/*0x000*/ ULONG32 ShadowStack : 1; // 26 BitPosition

}MM_PRIVATE_VAD_FLAGS, * PMM_PRIVATE_VAD_FLAGS;

typedef struct _MMVAD_FLAGS // 9 elements, 0x4 bytes (sizeof)

{
/*0x000%*/ ULONG32 Lock : 1; // © BitPosition
/*0x000%*/ ULONG32 LockContended : 1; // 1 BitPosition
/*0x000*/ ULONG32 DeleteInProgress : 1; // 2 BitPosition
/*0x000*/ ULONG32 NoChange : 1; // 3 BitPosition
/*0x000%*/ ULONG32 VadType : 3; // 4 BitPosition
/*0x000%*/ ULONG32 Protection : 5; // 7 BitPosition
/*0x000*/ ULONG32 PreferredNode : 6; // 12 BitPosition
/*0x000*/ ULONG32 PageSize : 2; // 18 BitPosition
/*0x000%*/ ULONG32 PrivateMemory : 1; // 20 BitPosition

}MMVAD_FLAGS, * PMMVAD_FLAGS;

typedef struct _MM_SHARED_VAD_FLAGS // 11 elements, Ox4 bytes (sizeof)

{
/*0x000*/ ULONG32 Lock : 1; // © BitPosition
/*0x000*/ ULONG32 LockContended : 1; // 1 BitPosition
/*0x000*/ ULONG32 DeleteInProgress : 1; // 2 BitPosition
/*0x000%*/ ULONG32 NoChange : 1; // 3 BitPosition
/*0x000*/ ULONG32 VadType : 3; // 4 BitPosition
/*0x000*/ ULONG32 Protection : 5; // 7 BitPosition
/*0x000%*/ ULONG32 PreferredNode : 6; // 12 BitPosition
/*0x000%*/ ULONG32 PageSize : 2; // 18 BitPosition
/*0x000*/ ULONG32 PrivateMemoryAlwaysClear : 1; // 20 BitPosition
/*0x000*/ ULONG32 PrivateFixup : 1; // 21 BitPosition
/*0x000%*/ ULONG32 HotPatchAllowed : 1; // 22 BitPosition

}MM_SHARED_VAD_FLAGS, * PMM_SHARED_VAD_FLAGS;

typedef struct _MMVAD_FLAGS2 // 7 elements, 0x4 bytes (sizeof)

{
/*0x000*/ ULONG32 FileOffset : 24; // @ BitPosition
/*0x000*/ ULONG32 Large : 1; // 24 BitPosition
/*0x000*/ ULONG32 TrimBehind : 1; // 25 BitPosition
/*0x000%*/ ULONG32 Inherit : 1; // 26 BitPosition
/*0x000%*/ ULONG32 NoValidationNeeded : 1; // 27 BitPosition
/*0x000*/ ULONG32 PrivateDemandZero : 1; // 28 BitPosition
/*oxe00*/ ULONG32 Spare : 3; // 29 BitPosition

}MMVAD_FLAGS2, * PMMVAD_FLAGS2;



typedef struct _MMVAD_SHORT

{
RTL_BALANCED_NODE VadNode;
UINT32 StartingVpn; /*¥0x18*/
UINT32 EndingVpn; /*0x01C*/

UCHAR StartingVpnHigh;

UCHAR EndingVpnHigh;

UCHAR CommitChargeHigh;

UCHAR SpareNT64VadUChar;

INT32 ReferenceCount;

EX_PUSH_LOCK PushLock; /*0x028%*/
struct

{

union
{
ULONG_PTR flag;
MM_PRIVATE_VAD FLAGS PrivatevadFlags;
MMVAD_FLAGS VadFlags;
MM_GRAPHICS_VAD_FLAGS GraphicsVadFlags;
MM_SHARED_VAD_FLAGS  SharedVadFlags;
}Flags;

Jul;

PVOID EventlList; /*0x038*/

}MMVAD_SHORT, * PMMVAD_SHORT;

typedef struct _MMADDRESS_NODE

{
ULONG64 ul;
struct _MMADDRESS_NODE* LeftChild;
struct _MMADDRESS_NODE* RightChild;
ULONG64 StartingVpn;
ULONG64 EndingVpn;

}MMADDRESS_NODE, * PMMADDRESS_NODE;

typedef struct _MMEXTEND_INFO // 2 elements, 0x10 bytes (sizeof)
{

/*0x000*/ UINT64 CommittedSize;

/*0x008*/ ULONG32 ReferenceCount;

/*0xe0C*/ UINTS _PADDINGO_[0x4];

JMMEXTEND_INFO, * PMMEXTEND_INFO;
struct _SEGMENT
{
struct _CONTROL_AREA* ControlArea;
ULONG TotalNumberOfPtes;
ULONG SegmentFlags;
ULONG64 NumberOfCommittedPages;
ULONG64 SizeOfSegment;
union
{
struct _MMEXTEND_INFO* ExtendInfo;
void* BasedAddress;
Tu;
ULONG64 SegmentlLock;
ULONG64 ul;

/*0x030%*/



ULONG64 u2;
PVOID* PrototypePte;
ULONGLONG ThePtes[0x1];

s
typedef struct _EX_FAST_REF
{

union

{

PVOID Object;
ULONG_PTR RefCnt :
ULONG_PTR Value;

3;

}s
} EX_FAST_REF, * PEX_FAST_REF;

typedef struct _CONTROL_AREA

// 17 elements, 0Ox80 bytes (sizeof)

// 2 elements, 0x10 bytes (sizeof)

// 2 elements, 0x10 bytes

// 2 elements, 0x4 bytes (sizeof)
// 2 elements, 0x4 bytes (sizeof)

// 3 elements, ©x8 bytes

{
/*ox000*/ struct _SEGMENT* Segment;
union
{
/*0x008*/ struct _LIST_ENTRY ListHead;
(sizeof)
/*0x008*/ VOID* AweContext;
s
/*0x018*/ UINT64 NumberOfSectionReferences;
/*¥0x020%*/ UINT64 NumberOfPfnReferences;
/*0x028%*/ UINT64 NumberOfMappedViews;
/*¥0x030*/ UINT64 NumberOfUserReferences;
/*0x0e38*/ ULONG32 u;
/*0xe3C*/ ULONG32 uil;
/*0x040*/ struct _EX_FAST_REF FilePointer;
(sizeof)

// 4 elements, 0x8 bytes (sizeof)
}CONTROL_AREA, * PCONTROL_AREA;

typedef struct _SUBSECTION_

{
struct _CONTROL_AREA* ControlArea;

}YSUBSECTION, * PSUBSECTION;

typedef struct _MMVAD

{
MMVAD_SHORT Core;
union

{

/*0x040%*/

UINT32 LongFlags2;
/1 IAE RIAS B A 0
MMVAD_FLAGS2 VadFlags2;

Ju2;

PSUBSECTION Subsection; /*0x048*/
PVOID FirstPrototypePte; /*0x050*/

PVOID LastContiguousPte; /*0x058*/
LIST_ENTRY ViewlLinks; /*0x060*/
PEPROCESS VadsProcess; /*0x070*/

PVOID u4; /*0x078*/

PVOID FileObject; /*0x080*/



}MMVAD, * PMMVAD;

typedef struct _RTL_AVL_TREE // 1 elements, 0x8 bytes (sizeof)
{

/*0x000*/ struct _RTL_BALANCED_NODE* Root;
}RTL_AVL_TREE, * PRTL_AVL_TREE;

typedef struct _VAD_INFO_
{
ULONG_PTR pVad;
ULONG_PTR startVpn;
ULONG_PTR endVpn;
ULONG_PTR pFileObject;
ULONG_PTR flags;
}VAD_INFO, * PVAD_INFO;

typedef struct _ALL_VADS_
{

ULONG nCnt;

VAD_INFO VadInfos[1];
}ALL_VADS, * PALL_VADS;

typedef struct _MMSECTION_FLAGS // 27 elements, Ox4 bytes (sizeof)

{
/*0x000*/ UINT32 BeingDeleted : 1; // © BitPosition
/*0x000%*/ UINT32 BeingCreated : 1; // 1 BitPosition
/*0x000*/ UINT32 BeingPurged : 1; // 2 BitPosition
/*0x000%*/ UINT32 NoModifiedWriting : 1; // 3 BitPosition
/*0x000*/ UINT32 FailAllIo : 1; // 4 BitPosition
/*0x000%*/ UINT32 Image : 1; // 5 BitPosition
/*0x000*/ UINT32 Based : 1; // 6 BitPosition
/*0x000%*/ UINT32 File : 1; // 7 BitPosition
/*0x000*/ UINT32 AttemptingDelete : 1; // 8 BitPosition
/*0x000%*/ UINT32 PrefetchCreated : 1; // 9 BitPosition
/*0x000*/ UINT32 PhysicalMemory : 1; // 10 BitPosition
/*0x000%*/ UINT32 ImageControlAreaOnRemovableMedia : 1; // 11 BitPosition
/*0x000*/ UINT32 Reserve : 1; // 12 BitPosition
/*0x000*/ UINT32 Commit : 1; // 13 BitPosition
/*0x000*/ UINT32 NoChange : 1; // 14 BitPosition
/*0x000%*/ UINT32 WasPurged : 1; // 15 BitPosition

/*0x000*/ UINT32 UserReference : 1; // 16 BitPosition



/*0x000%*/ UINT32 GlobalMemory : 1; // 17 BitPosition

/*¥0x000*/ UINT32 DeleteOnClose : 1; // 18 BitPosition
/*0x000%*/ UINT32 FilePointerNull : 1; // 19 BitPosition
/*0x000*/ ULONG32 PreferredNode : 6; // 20 BitPosition
/*0x000*/ UINT32 GlobalOnlyPerSession : 1; // 26 BitPosition
/*0x000*/ UINT32 UserWritable : 1; // 27 BitPosition
/*0x000*/ UINT32 SystemVaAllocated : 1; // 28 BitPosition
/*0x000*/ UINT32 PreferredFsCompressionBoundary : 1; // 29 BitPosition
/*0x000*/ UINT32 UsingFileExtents : 1; // 30 BitPosition
/*0x000%*/ UINT32 PageSize64K : 1; // 31 BitPosition

YMMSECTION_FLAGS, * PMMSECTION_FLAGS;

typedef struct _SECTION // 9 elements, 0x40 bytes (sizeof)
{

/*0x000*/ struct _RTL_BALANCED_NODE SectionNode; // 6 elements, 0x18 bytes
(sizeof)

/*0x018*/ UINT64 StartingVpn;

/*0x020%/ UINT64 EndingVpn;

/*0x028*/ union {

PCONTROL_AREA  ControlArea;
PVOID FileObject;

Jul; // 4 elements, Ox8 bytes (sizeof)
/*¥0x030*/ UINT64 SizeOfSection;
/*0x0e38%*/ union {

ULONG32 LongFlags;
MMSECTION_FLAGS Flags;

Yu; // 2 elements, 0x4 bytes (sizeof)

struct // 3 elements, 0x4 bytes (sizeof)

{
/*0xe3C*/ ULONG32 InitialPageProtection : 12; // © BitPosition
/*0xe3C*/ ULONG32 SessionId : 19; // 12 BitPosition
/*0x03C*/ ULONG32 NoValidationNeeded : 1; // 31 BitPosition

¥

}YSECTION, * PSECTION;

SeinE loader BBANEK search, BTN shellcode ROMENE, 4SFAFRBICEC R/ \NFT, EECHMERBH T— Mt
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Unable to start the support driver.

Local messages will not be available.

Remote reader thread started

Using existing service database entry for driver.
Select File | Start Driver to start the driver.
Driver started successfully.

A new entry in the service database has been created for the driver.
Select File | Start Driver to start the driver.
Driver started successfully.

Driver stopped successfully.

Using existing service database entry for driver.
Select File | Start Driver to start the driver.
Driver started successfully.

Using existing service database entry for driver.
The driver has already been started.

Driver stopped successfully.

Driver started successfully.

The driver is already running.

Driver stopped successfully.

Driver started successfully.

Driver stopped successfully.

Driver started successfully.

Driver stopped successfully.

ERROR (1062): The driver is not running.

Driver started successfully.

ni @& MMSL . O w
ni
o 2 |smehiath | i | raT | mEEnT | R | amE | o | meaes | Rem | mai | mE | 2T |
" R | #3830 | enfesds [ Eprocess [ BRAER... [HICH | Faiztindial | 28 A
Ml system q = System OXFFFF... 1B5R 421 17:29:9
MemCompression 1980 4 MemCompression 0xFFFF... B4R 4-21 17:29:17
[8E] smss.exe 234 4 C:\Windows\System32\smss.exe OxFFFF... 16@ Microsoft Corporation  4-21 17:29:9
Registry 88 [System]i&ﬁ%Eﬁﬁ 35) O w F21 17:28:55
[z cares.exe 40 F2117:29:12  ObjectDirector,
[ cerss.exe a7l 4£... | EMREAD [ Teb [t [ g8 a0 | 4tk [ imi... |88 A 211739113 ObjectDirector.
[B=|wininit. exe 434 100 OxFFFF... Ox000000,,, 16 OxFFFFF8044EFS 7380 ntoskrnl.exe 1 i F2117:29:13
& fontdrvhost.exe 74| 104 OXFFFF.. Ox000000.. 17  OxFFFFFBO44EFO7330  ntoskrlexe 1 e lo1 17:29:14
[ lsass.exe 56 134 OxFFFF... 0x000000... 16 OxFFFFFB044EFS7540  ntoskrnlexe 1 =i L21 17:23:13
B 158 OxFFFF... 0x000000... 16 OxFFFFF3044EFS 7540 ntoskrnl.exe 1 ZEiF =
[E]  services.exe 56l 192 OWFFFF...  0x000000... 16 OxFFFFFB044EFS7540  ntoskrmlexe 1 e r2117:29:13
[ svchost.exe 81 195  OxFFFF...  0x000000... 16 OxFFFFFBO44EFS7540  ntoskrnl.exe 1 3 F2117:31:22 % UnistackSvc. .
s avchost.exe g1y 12 OxFFFF...  Ox000000... 13 OxFFFFFE044EFS7590  ntoskrnl.exe 1 i k71 17:31:73 % NetworkSer..
[ svchostexe OxFFFF... | 0x000000... [8 | OxFFFFFB044EF97530 [ ntoskrrl.exe 19117:30:23 % netsves -p-.,
= chost. 24 OxFFFF...  0x«000000... 18 OxFFFFFB044EF98320  ntoskrnlexe 3 iE 9117:30:18 % LocalServi
SvEnosLEexe 120 OwFFFF...  0x000000... 15 OxFFFFFB044F433930  ntoskmlexe 166 Sk SR OEalErvice.
[ svchostexe 124 OxFFFF.. 0x000000... 15 OxFFFFFB044F433930  ntoskrl.exe 33 74 F2117:3::8 & appmodel p.
E‘ SecurityHealthServi... 74 123 OxFFFF... 0x000000... 15 OxFFFFF3044F433930 ntoskrnl.exe 297 %ﬁ F2117:29:51
[ svchost.exe 71 132 O¥FFFF...  0x000000... 15 OxFFFFFB044F433930  ntoskrnlexe 153 e 191 17:22:43 & LocalService.
. 136 OxFFFF... Ox000000,,, 15 OxFFFFF3044F433930 ntoskrnl.exe 105 3 e
% NisSrv. exe S 120  OFFFF.. 0x000000.. 15  OXFFFFFB044F433930 ntoskmlexe 93 i -5
svchost.exe 83l 144 OxFFFF...  0x000000... 15 OxFFFFFB044F433930  ntoskrrl.exe 17 = r2117:31:30  knetsves p-.
el svchost.exe 574 148  OxFFFF...  0x000000... 15 OxFFFFFB044F433930 ntoskrnlexe 19 =i w F2117:29:35 & LocalService.
E S'\c’d"lcst.e}(e 5 1<|—r1 L e o LA LY. T, ar Mo TN A AT AT T PN D [, A ’I/od'_) _21 1?:29:33 -kC|i|Jboard5V..
[ svchost.exe 5350 e e =y = LT T L 2117:29:32 4 LocalSystem.
[ svchost.exe 5312 560 C:\windows\System32\svchost.exe  OxFFFF... 2 Microsoft Corporation  4-21 17:29:32 4 LocalSystem.
[ svchost.exe 5218 L] C:\windows\System32\evchost.exe  OxFFFF... - Microsoft Corporation  4-21 17:31:26 4 netsves p -,
[ svchost.exe 5000 560 Cr\Windows\System32\evchost.exe  OxFFFF... pitas) Microsoft Corporation  4-21 17:31:26 -k LocalService.
QL- msdtc.exe 4933 560 Cr\windows\System32\msdtc. exe OxFFFF... - Microsoft Corporation  4-21 17:29:30
[E svchost.exe 4832 560 C:\Windows\Svstem32\svchost.exe  OxFFFF... - Microsoft Corporation  4-21 17:23:29 -k LocalService, ¥
<
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B KD 'com:pipe resets=0,reconnect,port=\\\pipe\kd_WindowsDriver', Default Connection - WinDbg 1.2402.24001.0 (Administrator) =] X
Xt Home View Breakpoints Time Travel Model Scripting Source Memory Command ~
" i? StepOut )} Step Out Back Restart = ﬂ )
Break| Go (L) Siep ntel | () stepintoBack = | MiStop Debugging | o oo KRR o c=rbiy | Local! Feedback
{F* Step Over () Step Over Back pack A Detach Help +
Flow Control Reverse Flow Control End Preferences Help
Disassembly X ¥ |Command ~ % X ||Registers - 2 X
f *  on your debugger machine's keyboard. RAX: 00006000000FF301 RBX: FFFFF804183FF186  RCX:
Address: | @scopeip | [ Follow current instruction - ¥y 86 4 shellcode 10f1 ROX. 000061 Ret. o1
FFFFFB04’ 1d5¢4563 cc int 3 & * THIS IS NOT A BUG OR A SYSTEM CRASH * RIP: FFFFF804105C4580 RSP: FFFFF8G41FESGACS  RBP:
FFFFFB04" 1d5¢4564 cC int 3 * * RS: R9: FFFFD7873A89A060  R16:
FFFFFB04’ 1d5¢4565 cC int 3 * If you did not intend to break into the debugger, press the "g" key, then * R11: 6000600000000020 R12: ©0060134FC28D300  R13:
FFFFFB04’ 1d5¢4566 cC int 3 * press the "Enter” key now. This message might immediately reappear. If it * R14: FFFFF R15:
FFFFFB04’ 1d5¢4567 cc int 3 * does, press and "Enter” again. * EFLAGS: 06000202 CF=0 PF=0 AF=0 ZF=0 SF=0 TF=0 IF=1TC
FFFFFB04° 1d5c4568 0F1F840000000000 nop dword ptr [rax+rax] * * LastErrorValue: x@0003657
nt !DbgUserBreakPoint : LastStatusValue: @xCe156008
FFFFF804° 1d5c4570 cc int 3 nt!DbgBreakPointWithStatus:
FFFFFB04" 1d5¢4571 €3 ret FFFFF804° 1d5c4580 cc
FFFFFB04" 1d5¢4572 cc int 3 1: kd> dt _KTHREAD TrapFrame FFFFD7873F4DEG46
FFFFFB04’ 1d5¢4573 cc int 3 nt!_KTHREAD
FFFFFB04" 1d5¢4574 cc int 3 ¥0x@90 TrapFrame : (null)
FFFFFB04’ 1d5¢4575 cc int 3 1: kd> dt _KTHREAD TrapFrame FFFFD7873FADEG46
FFFFF804°1d5c4576 cc int 3 nt!_KTHREAD
FFFFFB04" 1d5¢4577 cc int 3 +0x@90 TrapFrame : (null)
#FFFF804° 1d5c4578 OF1f840000000000 nop dword ptr [rax+rax] 1: kd> dt _KTHREAD InitialStack FFFFD7873F4DEG46
nt!DbgBreakPointuithstatus: nt!_KTHREAD
FFFFF804° 1d5c4580 cc int 3 +0x028 InitialStack : 6xffffee81 8993390 Void
FFFFF804° 1d5c4581 c3 ret 1: kd> dt _KTHREAD FFFFD7873F4DE640
nt!DbgBreakPointiithstatusEnd: nt!_KTHREAD 0
FFFF804° 1d5c4582 cc int 3 ¥0x000 Header _DISPATCHER_HEADER
FFFFF804° 1d5c4583 cc int 3 +0x018 SListFaultAddress : (null)
FFFFF804°1d5c4584 cc int 3 +0x020 QuantumTarget  : ©x0600003d 4aasdfe
FFFF804° 1d5c4585 cc int 3 +0x028 InitialStack : Oxffffee81 9933c96 Void
FFFFF804°1d5c4586 cc int 3 +0x030 StackLimit : Oxffffee81 9926000 Void
FFFFF804° 1d5c4587 cc int 3 +0x038 StackBase : oxffffee8l 09934000 Void
FFFFF804° 1d5c4588 0f1f846000000000 nop dword ptr [rax+rax] +0x040 ThreadLock )
' : +0x048 CycleTime : 0x0000003d" 46eff2e3
FFFFF804° 1d5c4590 458bc8 mov rod, rad +0x850 CurrentRunTime ~
FFFF804° 1d5c4593 448bc2 mov r8d, edx [« 0|
FFFFF804° 1d5c4596 668b11 mov dx, word ptr [rex]
FFFFF804° 1d5c4599 488b4908 mov rex, qword ptr [rcx+8] [+] |o: kd> K1l ] |
Memory 0 R |Watch « 2% x |[Breakpoints - 2 x |[Stack - 2 x
Address: {Oxffffeeﬂ’\‘l)S?EAUOO Name. 1d Location Frame Index Call Site:
"""" = 0x0] ntiDbgBreakPointWithStatus
FFFFEES109933850 06 00 60 00 00 00 00 00 60 DE 68 4E 87 D7 FF
FFFFEES109933860 00 0@ 00 0@ 4E GF GE 65 EQ 48 FB 3F 87 D7 FF :5;;?"[‘;P‘P%’e_se‘?:DO';9(“’1"29“‘°°"F:\\'\5:,?9|\]b 01 ntikdCheckForDebugBreak +0x10a8c8
indowsDriver', Default Connection - Win!
Fiffcaicassasc oo o0 6 08 ap a6 ob o6 o0 60 60 69 69 69 09 12202240010 (Adminsrton g o PUKEACmUteTic 0126180
FFFFEES109933890 47 61 6D 65 53 65 63 2E 65 78 65 00 00 00 00 - - 0a) nt!KeClockinterruptNotify+0x6c4
FFFFEES1099338A0 39 AC ED 8A 47 7B 23 F9 C6 73 15 DB BE A3 FE O P& KD com:pipe resets=0,recon... 04 OxFFF8041d35e4b71+
FFFFEES109933880 88 39 93 @9 81 EE FF FF 38 CE 64 4E 87 D7 FF o
FFFFEE81099338C@ 1@ 39 93 @9 81 EE FF FF 99 36 6E 4E 87 D7 FF
FFFFEES109933800 00 00 60 00 00 60 00 00 10 20 67 44 83 9D FF -
FFFFEES1099338E0 16 20 67 44 83 9D FF FF 40 20 67 44 83 9D FF
FFFFEES1099338F0 1E FD SF CD 32 E9 3A 4E BF 74 18 BF 5F B1 60 0|
FFFFEES109933960 56 GA 8F 3F 87 D7 FF FF 50 @A 8F 3F 87 D7 FF =

[+] Locals | Watct

Stack | Threads

ZIRBTRIMETEE GameSec. exe XNFERFER, HEEE - 0x28 FUIEE— Mk, ABMttaET/ \{ZF0shellcode

—%

. FRLABRERT USRS HRHIERD PLEC.

#include<ntifs.h>
#include <ntddk.h>
#include <ntstrsafe.h>

#tdefine kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,

## VA _ARGS_ )

#define MAX_BACKTRACE_DEPTH 20
ULONG64 num 0;

NTSTATUS EnumerateKernelThreads();

typedef NTSTATUS (*ZWQUERYSYSTEMINFORMATION)(ULONG, PVOID, ULONG,

VOID DRIVERUNLOAD( In_ struct _DRIVER_OBJECT* DriverObject)

{
kprintf(("unload\n"));

NTSTATUS EnumerateKernelThreads() {

PETHREAD T12
PETHREAD T;
PsLookupThreadByThreadId(12, &T12);
kprintf(("T12=%p\n"), T12);
ULONG64 Start = *(ULONG64 *)((ULONG64)T12 + 0x620);
HANDLE TargetThread = 0;
for (int 1 = 16; i < 0x20000; i+=4) {

T = NULL;

PsLookupThreadByThreadId(i, &T);

if (T) {

NULL;

PULONG) ;



ULONG64 Startaddr = *(ULONG64 *)((ULONG64)T + 0x620);
if (Startaddr == Start) {
kprintf(("Found Thread=%p pThread=%p\n"), i,T);

TargetThread = i;
break;

if (T != NULL) {
ULONG64 StackBase = 9;
ULONG64 StackLimit = 9;
StackBase= *(ULONG64 *)((ULONG64)T + 0x38);
StackLimit=*(ULONG64 *)((ULONG64)T + 0x30);
kprintf(("Stackbase=%p StackLimit=%p\n"), StackBase, StackLimit);
for (ULONG64 addr = StackBase-0x10 ; addr > StackLimit; addr -= 8) {
if (!strcmp(addr, "GameSec.exe")) {
kprintf(("Found string in %p\n"), addr);
uintptr_t address;
for (ULONG64 i = 0x0; i <65536; i++)

{

address = (*(ULONG64*)(addr-0x28)) & oxffffffff00000000;

address = address + 0x1000;

address = address + (i<<16);

if (MmIsAddressValid((PVOID)address) && *((ULONG64 *)address) ==
0x7C8B483024748B48 )

{
kprintf(("shellcode found in %p\n"), address);
//DbgBreakPoint();
break;
}
}
break;

return STATUS_SUCCESS;

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{

kprintf(("hello xia®ji233\n"));

EnumerateKernelThreads();
pDriver->DriverUnload = DRIVERUNLOAD;
return STATUS_SUCCESS;



55517 Loader.sys, EH&{TEmurateThread.sys, BJLARINEIHshellcodefgitbiit,

ebugView on \DESKTOP-CRBHID (local
Fle Edit Capture Options Computer Help

(cE@ B[R BBV 9° | A

W Tine Debug Print
0.00000000  hello xiaDji233
1121

1 "
2 ol oooasoi0 FFFFDTETSABETOR0 B emursteThread- Moritor
ER Found Thread=0000000000001268 plhresdeF. .. e di
4 . Stackbase=FFFFEEB10AC54000 StackLimit=F... File Edit Chonnels View Options Help
5 0.00170830  Found string in FFFFEESI0ACE3910 ECE ] o= v| = ‘
o S3iTols  ihetiseds fomd i RRRDFSIIBCHIO00 £16/0| x| HIA|[¢ HI6|0 (1| v] 2t
Channel | Message text
Monitor  Unable to start the support driver.

Moritor  Local messages will not be available.
Moritor Remote reader thread started

Moritor Using existing service database entry for driver.

Moritor Select ile | Start Driver to start the driver.

Moritor Driver started successfully.

Moritor A new entry in the service database has been created for the driver.
Moritor  Select ile | Start Driver to start the driver.

Moritor  Driver started successfully.

Moritor - end -

BERH AR IMEAZEEAIVRTR] TrapFrame BRAF, BU—RNENETZE, AMEN—LHEHRTET LRKRA
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Back Restart
S ]

1 Back W Stop Debuggin
Go ® Gy Semngs Source Assembly Local Feedback

wrBack Back & Detach Help ~
ow Control End Preferences Help
£l Command L' Registers
X . +0x0ce] XmmS Type: _M128A RAX: 9006
[ Follow current instruction E+0x6d6% FaultAddress [ ;iz [Type: ansigned __inté4] E RDX: @000
auu vyLs pLitoLras), ab IEl [+exede] ContextRecord : @x2 [Type: unsigned __inte4] RIP: FFFFI
add cl, dh [+exed8] Dre 1 Oxfffff8041d541129 [Type: unsigned _ int64] R8: @000
adc al, 51h [+exeed] Dri : ©x8 [Type: unsigned _ inté64] R11: 9006¢
le?ve [+0xee8] Dr2 : ©x@ [Type: unsigned __int64] R14: FFFFI
"'\’Slt [+oxefe] Dr3 : ©x1 [Type: unsigned _ inté4] EFLAGS: 8¢
iretd [+exef8] Dré : exffffee8l@ac53be@ [Type: unsigned __int64] LastError
test dh, bh [+6x188] Dr7 : @x@ [Type: unsigned __int64] LastStatu:
add byte ptr [rax], al [+ex1e8] DebugControl : @x@ [Type: unsigned __int64]
add byte ptr [rax], al [+0x118] LastBranchToRip : @x® [Type: unsigned _ inté4]
add byte ptr [rax], al [+6x118] LastBranchFromRip : 6x@ [Type: unsigned _ int64]
add byte ptr [rax], al [+6x1208] LastExceptionToRip : @x@ [Type: unsigned _ inte4]
add byte ptr [rax], al [+0x128] LastExceptlonFromR:Lp : ex@ [Type: unsigned _ inte4]
add byte ptr [rax], al [+ox138] SegDs : ox6000 [Type: unsigned short]
add byte ptr [rax], al [+@x132] SegEs : @x3a9c [Type: unsigned short]
) add byte ptr [rex], ‘.:1 [+0x134] SegFs : @xd787 [Type: unsigned short]
f xor byte ptr [rdx+rdi-287ch], cl [+ex136] SegGs : @xffff [Type: unsigned short]
add byte ptr [rax], al [+ex138] TrapFrame : exffffd7873a9c6000 [Type: unsigned __int64]
add byte ptr [rax], al [+6x148] Rbx : Oxffffd7873e73c080 [Type: unsigned _ int64]
add byte ptr [rax], al [+ox148] Rdi : ox8 [Type: unsigned _ int64]
add byte ptr [rax], al [+ex158] Rsi : Bxfffff8e41d59759@ [Type: unsigned _ inte4]
xchg eax, ebp [+ex158] Rbp : 0x8@ [Type: unsigned _ int64]
cwde [+ex168] ErrorCode : exffffa570df73@dfd [Type: unsigned _ int64]
sbb eax, OFFFFF8e4h [+ex160] ExceptionFrame : @xffffa57@df73edfd [Type: unsigned __int64]
add byte ptr [rax], al [+ex168] Rip : exfffff8e41d53e8f9 [Type: unsigned _ int64]
add byte ptr [rax], al [+6x178] SegCs : @x1@ [Type: unsigned short]
add byte ptr [rax], al [+ex172] Fille : 8x@ [Type: unsigned char]
add byte ptr [rax], al [+ex173] Logging : 8x@ [Type: unsigned char] |:|
add byte ptr [rax], al [+0x174] Filll [Type: unsigned short [2]]
add byte ptr [rax], al [+6x178] EFlags : 9x40246 [Type: unsigned long] Izl
add byte ptr [rax], al LS BPLE T P o= 2 - ~]
add byte ptr [rax], al E Kl I ]
—aa PRSP - Jl ol s D K1 —
- £ X | |Watch ~ £ X ||Breakpoints ~ £ X ||Stack
Name Id Location Frame Index
YUY UY vy UY Y uY Add new watch expression
| 0@ 20 60 62 o8 @ El I = I 10x01
| 20 80 00 08 08 00 [0d]
| 0@ 20 60 02 o0 @0 [0x2]
| 90 20 00 00 00 80
9B CF 84 FE @@ ee (03]

00 60 ©0 B89 30 8C
98
00 00 00 o0 o0 o0
00 00 €0 oo o0 oo
. 54 94 49 A5 BA 3E
| 90 00 e0 00 o0 o6

®
®
®
®
®
®
I
®
0
wi

| K 1 I

[+] Locals = watch Stack | Thre

XEEFi% Rdx, BXRUSHI, BIEERMU (65536, AJIEZBEIN) PUECD.

#include<ntifs.h>
#include <ntddk.h>
#include <ntstrsafe.h>

#tdefine kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,
##_ VA_ARGS_ )

#define MAX_BACKTRACE_DEPTH 20

ULONG64 num = 0O;

NTSTATUS EnumerateKernelThreads();

typedef NTSTATUS (*ZWQUERYSYSTEMINFORMATION)(ULONG, PVOID, ULONG, PULONG);
VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{
kprintf(("unload\n"));

NTSTATUS EnumerateKernelThreads() {

PETHREAD T12 = NULL;
PETHREAD T;



PsLookupThreadByThreadId(12, &T12);
kprintf(("T12=%p\n"), T12);
ULONG64 Start = *(ULONG64 *)( (ULONG64)T12 + 0x620);
HANDLE TargetThread = 0;
for (int 1 = 16; i < 0x20000; i+=4) {
T = NULL;
PsLookupThreadByThreadId(i, &T);
if (M) {
ULONG64 Startaddr = *(ULONG64 *)((ULONG64)T + 0x620);
if (Startaddr == Start) {
kprintf(("Found Thread=%p pThread=%p\n"), i,T);

TargetThread = i;
break;

if (T != NULL) {
KTRAP_FRAME* TrapFrame = NULL;
while (!TrapFrame) {
TrapFrame=(KTRAP_FRAME *)*(ULONG64 *)((ULONG64)T + 0x90);
LARGE_INTEGER inTime;
inTime.QuadPart = 1000 * -10000;
KeDelayExecutionThread(KernelMode, FALSE, &inTime);

ULONG64 address;
for (ULONG64 i = 0x0; i <65536; i++)
{

address

TrapFrame->Rdx & Oxff{{{fff00000000;

address = address + 0x1000;

address = address + (i<<16);

if (MmIsAddressValid((PVOID)address) && *((ULONG64 *)address) == Ox7C8B483024748B48

kprintf(("shellcode found in %p\n"), address);
//DbgBreakPoint();

break;

return STATUS_SUCCESS;

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{

kprintf(("hello xia®ji233\n"));

EnumerateKernelThreads();
pDriver->DriverUnload = DRIVERUNLOAD;



return STATUS_SUCCESS;

# DebugView on \\DESKTOP-CRBH7ID (local)

File Edit Capture Options Computer Help

FHE | B8  BBT| PP A

#  Tine Debug Print
1 0.00000000  unload

2 0.51086628  hello xiaDji23d

3 0.51115060  T12-FFFFD7873ABE7080

4 0.51164907  Found Thr 1780 pThr. 787IFADE0A0
5 1.51675832  shellcode found in FFFFDT&73BC41000

Search3- Maonitor

Fle Edit Channels View Options Help

sl@|o| x| HIA|[F H(@le[=|v| =%
Time. Channel | Message text

Manitor Unable to start the suppert driver.
Monitor Local messages will not be available.
Monitor Remote reader thread started

Monitor Using existing service database entry for driver.
Monitor  Select File | Start Driver to start the driver.

Monitor  Driver started successfully.

Monitor A new entry in the service database has been created for the driver.
Manitor Select File | Start Driver to start the driver.

Monitor  Driver started successfully.

Monitor Driver stopped successfully.

Monitor  Driver started successfully.

Monitor  Driver stopped successfully.

Monitor  Driver started successfully.

Monitor Driver stopped successfully.

Monitor  Driver started successfully.

Monitor  Driver stopped successfully.

Monitor Driver started successfully.

Meonitor -~ end --
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mbly X il Command PR |Registers

" . . +0x5f@ SchedulerAssist : (null) RAX: ©000000000¢
[@sscopeip [ Follow current instruction +0x5f8 AbWaitObiect (null) RDX: ©00OOBF500(
804" 1d5c4563 cc int 3 [<] | e: kd> dt _ETHREAD FFFFD7873F4DE@40 RIP: FFFFF8041D!
304" 1d5c4564 cc int 3 nt!_ETHREAD R8: 0000808000
304> 1d5c4565 cc int 3 +0x000 Tcb + _KTHREAD R11l: 8000080080
804" 1d5c4566 co int 3 +0x600 CreateTime : _LARGE_INTEGER @x@1da93f4’ 726c9cec R14: FFFFF78006¢
804" 1d5¢4567 cc int 3 +0x608 ExitTime : _LARGE_INTEGER exffffd787 3f4de64s EFLAGS: 0000020;
804" 1d5c4568 Bf1340000000000 nop dword ptr [rax+rax] +0x608 KeyedWaitChain : _LIST_ENTRY [ oxffffd787 3f4de648 - exffffd787 3fac
t!DbgUserBreakPoint : +0x618 PostBlockList : _LIST_ENTRY [ ©x00000000° 00000000 - Oxfffff8e4’ 1d5S
804 1d5c4570 cc int 3 +0x618 ForwardLinkShadow : (null)
804 1d5c4571 c3 ret +0x620 StartAddress : oxfffff804° 1d597590 Void
804 1d5c4572 cc int 3 +0x628 TerminationPort : (null)
804" 1d5c4573 cc int 3 +0x628 ReaperLink : (null)
804 1d5c4574 cc int 3 +0x628 KeyedWaitValue : (null)
804" 1d5¢4575 cc int 3 +0x630 ActiveTimerListLock : @
304" 1d5c4576 cc int 3 +0x638 ActiveTimerListHead : _LIST_ENTRY [ oxffffd787 3f4de678 - exffffd787 2
304" 1d5c4577 cc int 3 +0x648 Cid CLIENT_ID
304" 1d5c4578 ©f1f840000000000 nop dword ptr [rax+rax] +0x658 KeyedWaitSemaphore : _KSEMAPHORE
t!DbgBreakPointWithStatus: +0x658 AlpcWaitSemaphore : _KSEMAPHORE
304" 1d5c4580 cc int 3 +0x678 ClientSecurity : _PS_CLIENT_SECURITY_CONTEXT
804" 1d5c4581 c3 ret +0x680 IrplList : _LIST_ENTRY [ oxffffd787 3f4de6co - exffffd787 3fac
t!DbgBreakPointWithStatusEnd: +0x690 TopLevellrp : e
804" 1d5c4582 cc int 3 +0x698 DeviceToVerify : (null)
804" 1d5c4583 cc int 3 +0x6a@ Win32StartAddress : @xfffff8e4 1d597590 Void
804 1d5c4584 cc int 3 +0x6a8 ChargeOnlySession : (null)
804 1d5c4585 cc int 3 +0x6b0 LegacyPowerObject : (null)
304" 1d5c4586 cc int 3 +0x6b8 ThreadListEntry : _LIST_ENTRY [ @xffffd787 3f6c3738 - exffffd787 4eet| |
304" 1d5c4587 cc int 3 +0x6c8 RundownProtect  : _EX_RUNDOWN_REF
304" 1d5c4588 ©f1f340000000000 nop dword ptr [rax+rax] +0x6d@ ThreadLock : _EX_PUSH_LOCK
t!DebugPrint: +0x6d8 ReadClusterSize : 7
304" 1d5c4590 458bc8 mov rod, rad +0x6édc MmLockOrdering  : @ne [~
304" 1d5c4593 448bc2 mov r8d, edx K1 == == D]
804" 1d5c4596 668bll mov dx, word ptr [recx]
304" 1d5c4599 488b4908 mov rex, qword ptr [rcx+8] [+] [o: kd> <
10 £ X | |Watch ~ s X ||Breakpoints v £ X ||Stack
. |oxffffd787'3f4de648 Name Id Location Frame Index
7873F4DE726 @2 54 00 00 00 00 00 00 00 00 00 00 00 00 00 N 0x0] nt
7873F4DE730 @0 00 00 00 00 00 00 00 00 00 00 00 90 00 00 0x1 t
7873FADE740 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00
7873FADE750 €0 00 00 00 00 00 60 00 60 00 00 00 00 00 00 e nt
7873F4DE760 @0 @0 00 00 01 00 00 ©0 68 E7 4D 3F 87 D7 FF 031 t
7873F4DE776 68 E7 4D 3F 87 D7 FF FF 78 E7 4D 3F 87 D7 FF
7873F4DE786 78 E7 4D 3F 87 D7 FF FF 00 00 00 00 00 00 00 [0x4] Ox
7873F4DE790 @0 00 00 00 00 00 00 00 00 00 00 00 00 00 09 O
7873FADE7AG @0 00 00 00 00 00 00 00 00 00 00 00 90 00 00
7873FADE7B0 €0 00 00 00 00 00 00 00 60 00 00 00 00 00 00
7873F4DE7CO 00 00 00 00 00 00 0 00 00 00 00 00 00 00 00
7873F4DE7D@ D@ E7 4D 3F 87 D7 FF FF D@ E7 4D 3F 87 D7 FF q [l o ———
7873F4ADE7EO 00 00 60 00 00 00 00 08 00 00 00 80 00 08 00 [+] Locals | Watch Stack | Threads

i 7
SREUXMEFHIYRT/\L, VIR, PUECHHER.

#include<ntifs.h>
#include <ntddk.h>
#include <ntstrsafe.h>

#define kprintf(format,
## VA _ARGS_ )

#define MAX_BACKTRACE_DEPTH 20
ULONG64 num = 0O;

NTSTATUS EnumerateKernelThreads();

...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,

typedef NTSTATUS (*ZWQUERYSYSTEMINFORMATION)(ULONG, PVOID, ULONG, PULONG);

VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{

kprintf(("unload\n"));

NTSTATUS EnumerateKernelThreads() {

PETHREAD T12 = NULL;
PETHREAD T;

PsLookupThreadByThreadId(12, &T12);

kprintf(("T12=%p\n"), T12);
ULONG64 Start =
HANDLE TargetThread = 0;
for (int i =

T = NULL;

*(ULONG64 *) ((ULONG64)T12 + 0x620);

16; i < 0x20000; i+=4) {

PsLookupThreadByThreadId(i, &T);

if (T) {



ULONG64 Startaddr = *(ULONG64 *)((ULONG64)T + 0x620);
if (Startaddr == Start) {
kprintf(("Found Thread=%p pThread=%p\n"), i,T);

TargetThread = i;
break;

if (T != NULL) {
ULONG64 ExitTime = NULL;
while (!ExitTime) {
ExitTime=*(ULONG64 *)( (ULONG64)T + 0x608);
LARGE_INTEGER inTime;
inTime.QuadPart = 1000 * -10000;
KeDelayExecutionThread(KernelMode, FALSE, &inTime);

ULONG64 address;
for (ULONG64 i = 0x0; i <65536; i++)
{

address ExitTime & oxffffffff00000000;

address = address + 0x1000;

address = address + (i<<16);

if (MmIsAddressValid((PVOID)address) && *((ULONG64 *)address) == 0Ox7C8B483024748B48

kprintf(("shellcode found in %p\n"), address);
//DbgBreakPoint();
break;

return STATUS_SUCCESS;

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{

kprintf(("hello xia@®ji233\n"));

EnumerateKernelThreads();
pDriver->DriverUnload = DRIVERUNLOAD;
return STATUS_SUCCESS;
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#include<ntifs.h>
#include <ntddk.h>
#include <ntstrsafe.h>
#include <ntimage.h>

#tdefine kprintf(format, ...) DbgPrintEx(DPFLTR_IHVDRIVER_ID, DPFLTR_ERROR_LEVEL, format,
## VA _ARGS_ )

#define MAX_BACKTRACE_DEPTH 20

ULONG64 num = 0O;

NTSTATUS EnumerateKernelThreads();

typedef NTSTATUS(NTAPI* PPsSuspendThread)(IN PETHREAD Thread, OUT PULONG PreviousSuspendCount
OPTIONAL);

PPsSuspendThread g_PsSuspendThread = NULL;
typedef struct _KLDR_DATA_TABLE_ENTRY
{

LIST_ENTRY InLoadOrderLinks;

PVOID ExceptionTable;

ULONG ExceptionTableSize;

PVOID GpValue;

ULONG UnKnow;

PVOID D1l1Base;
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PVOID EntryPoint;
ULONG SizeOfImage;
UNICODE_STRING FullDllName;
UNICODE_STRING BaseDl1lName;
ULONG Flags;
USHORT LoadCount;
USHORT __Unused5;
PVOID SectionPointer;
ULONG CheckSum;
PVOID LoadedImports;
PVOID PatchInformation;
} KLDR_DATA_TABLE_ENTRY, *PKLDR_DATA_TABLE_ENTRY;

VOID DRIVERUNLOAD(_In_ struct _DRIVER_OBJECT* DriverObject)

{
kprintf(("unload\n"));

PVOID SearchOPcode(PDRIVER_OBJECT pObj, PWCHAR DriverName, PCHAR sectionName, PUCHAR opCode, int
len, int offset)
{

PVOID dllBase = NULL;

UNICODE_STRING uniDriverName;

PKLDR_DATA_TABLE_ENTRY firstentry;

/1 FREEREHIAT
PKLDR_DATA_TABLE_ENTRY entry = (PKLDR_DATA_TABLE_ENTRY)pObj->DriverSection;

firstentry = entry;
RtlInitUnicodeString(&uniDriverName, DriverName);

/1 TFURE
while ((PKLDR_DATA_TABLE_ENTRY)entry->InLoadOrderLinks.Flink != firstentry)
{

/7 USR] T A U I M b3 ]

if (entry->FullDl1lName.Buffer != 0 && entry->BaseDllName.Buffer != 0)

{
if (RtlCompareUnicodeString(&uniDriverName, &(entry->BaseDl1lName), FALSE) == 0)
{
dllBase = entry->Dl1Base;
break;
}
}

entry = (PKLDR_DATA_TABLE_ENTRY)entry->InLoadOrderLinks.Flink;

if (dl1lBase)

{
_try

—~

[/ BT
PIMAGE_DOS_HEADER ImageDosHeader = (PIMAGE_DOS_HEADER)dl1Base;
if (ImageDosHeader->e_magic != IMAGE_DOS_SIGNATURE)

{



return NULL;
}
/1 SFIBRNT %
PIMAGE_NT_HEADERS64 pImageNtHeaders64 = (PIMAGE_NT_HEADERS64)((PUCHAR)dl1lBase +
ImageDosHeader->e_lfanew);

[/ FREC Rk

PIMAGE_SECTION_HEADER pSectionHeader = (PIMAGE_SECTION_HEADER)
((PUCHAR)pImageNtHeaders64 + sizeof(pImageNtHeaders64->Signature) + sizeof(pImageNtHeaders64-
>FileHeader) + pImageNtHeaders64->FileHeader.SizeOfOptionalHeader);

PUCHAR endAddress = 0;
PUCHAR starAddress = 0;

/7 FREFE KA
for (int i = @; i < pImageNtHeaders64->FileHeader.NumberOfSections; i++)
{
/] IR FIERA
if (memcmp(sectionName, pSectionHeader->Name, strlen(sectionName) + 1) == 0)
{
[/ BUHTFAE NS R b bk
starAddress = pSectionHeader->VirtualAddress + (PUCHAR)dllBase;
endAddress = pSectionHeader->VirtualAddress + (PUCHAR)dllBase +

pSectionHeader->SizeOfRawData;

break;
}
/] BT AT
pSectionHeader++;
}
if (endAddress && starAddress)
{
/1 AREV TR FHRRFE
for (; starAddress < endAddress - len - 1; starAddress++)
{
// SRy AR
if (MmIsAddressValid(starAddress))
{
int i = 9;
for (; i < len; i++)
{
/1 FVBTE T IR AT+
if (opCode[i] == @x2a)
continue;
/1 AREB] T AT B
if (opCode[i] != starAddress[i])
break;
}
/7 FRENREGE A VTHC R B b -
if (i == len)
{
return starAddress + offset;
}
}
}
}

}
__except (EXCEPTION_EXECUTE_HANDLER) {}



return NULL;

NTSTATUS EnumerateKernelThreads() {

PETHREAD T12 = NULL;
PETHREAD T;
PsLookupThreadByThreadId(12, &T12);
kprintf(("T12=%p\n"), T12);
ULONG64 Start = *(ULONG64 *)( (ULONG64)T12 + 0x620);
HANDLE TargetThread = 0;
for (int i = 16; i < 0x20000; i+=4) {
T = NULL;
PsLookupThreadByThreadId(i, &T);
if (M) {
ULONG64 Startaddr = *(ULONG64 *)( (ULONG64)T + 0x620);
if (Startaddr == Start) {
kprintf(("Found Thread=%p pThread=%p\n"), i,T);

TargetThread = i;
break;

}
if (T) {
ULONG64 StackBase = 9;
ULONG64 StackLimit = 0;
StackBase= *(ULONG64 *)((ULONG64)T + 0x38);
StackLimit=*(ULONG64 *)((ULONG64)T + 0x30);
kprintf(("Stackbase=%p StackLimit=%p\n"), StackBase, StackLimit);
PVOID threadObj = NULL;
NTSTATUS state = ObReferenceObjectByHandle(TargetThread, Ox1FFFFF, *PsThreadType,
KernelMode, &threadObj, NULL);
g_PsSuspendThread(threadObj, NULL);
for (ULONG64 addr = StackBase - 0x10 - sizeof(KTRAP_FRAME); addr > StackLimit; addr -=
8) {
KTRAP_FRAME* ptr = addr;
if (ptr->Rsp == addr) {
kprintf(("shellcode found in %p\n"), ptr->Rip);
break;

}
return STATUS_SUCCESS;

NTSTATUS DriverEntry(PDRIVER_OBJECT pDriver, PUNICODE_STRING pReg)
{

kprintf(("hello xia®ji233\n"));
UCHAR SuspendOpCode[] = { 0x48, 0x8b, 0xf9, 0x83, 0x64, 0x24, 0x20, 0x00, Ox65, 0x48, Ox8b,
0x34, 0x25, 0x88, 0x01 };



g _PsSuspendThread = (PPsSuspendThread)SearchOPcode(pDriver, L"ntoskrnl.exe", "PAGE",
SuspendOpCode, sizeof(SuspendOpCode), -24);

EnumerateKernelThreads();

pDriver->DriverUnload = DRIVERUNLOAD;
return STATUS_SUCCESS;

51517 Loader.sys, fEinfTsearchs.sys, BIaJfgtshellcode,



	2024腾讯游戏安全竞赛决赛题解
	参赛人员信息
	分析
	自行加载loader.sys, 找到用户名为administrator的KEY，作为答案提交（1分）
	编写一个keygen，能生成对于任何用户名的KEY（1分）
	编写一个exp，在exp程序运行后，对于任意的用户名-key，Loader.sys均能正确启动（1分）
	分析shellcode反复在读取哪个内存地址（2分）
	编写一个search程序，在Load驱动运行后找到内核内存空间中的shellcode，输出shellcode范围内的任意地址
	方法1
	方法2
	方法3
	方法4
	方法5




